Appendix 1


	Ref
	Matter and recommendation
	Management response/Action to date
	Responsible Officer

	1
	Verification of Fixed Assets 

There is no process in place to verify and confirm the existence of plant and equipment on the fixed asset register, other than identifying receipts of monies.  As a result, any changes in ownership of assets, such as disposal, loss or donation may not be identified by the finance department and accurately updated on the fixed asset register.  

We therefore recommend that periodic sample checks of the plant and equipment on the fixed asset register are undertaken in order to verify their continued existence.
	Recommendation Agreed.  Independent sample checks to be undertaken as part of the year end closedown process.

Timescale:  Complete by end of April.
	Treasurer.


	2
	Depreciation

The Authority charges a full year’s depreciation in the year of acquisition of an asset and none in the year of disposal.  This is allowable per the Statement of Recommended Practice (SORP) unless this results in a material difference between the correct treatment as per Financial Reporting Standard (FRS) 15.FRS 15, Tangible Fixed Assets, determines that depreciation should be pro-rated to accurately match the cost with the benefit of the asset. 

We accepted this treatment in the prior year on the basis that adopting the correct treatment as per FRS 15 would not result in a materially different depreciation figure as calculated by the Authority.  However, there remains a possibility that the cumulative effect of the adoption of this treatment may become materially different from the treatment adopted under FRS 15.

Therefore, we recommend that the Authority reconsiders its treatment to ensure depreciation is provided in accordance with FRS 15.
	The depreciation technique will be reconsidered in relation to FRS15 for financial year 2006/07.

Timescale:  Complete by end of April
	Treasurer


	3
	Lack of authorisation for the donation of assets

Our review of fixed assets disposals noted that there was no evidence to support the disposal (a donation to charity) of a fire appliance during the year by the Authority.

The Authority should ensure that its authorisation procedures are followed in relation to all assets disposed of.
	Recommendation Agreed.  SMT and relevant  Heads of Groups have been informed of policy.  

Recommendation complete.
	Treasurer / Chief Fire Officer


	4
	Incorrect calculation used for the Minimum Revenue Provision (MRP)

The Authority has calculated the Minimum Revenue Provision (MRP) calculation based on the historic formula of using 4% of the approved credit ceiling.  Following the introduction of the Prudential Framework, the credit ceiling is no longer to be used.  The Authority should be calculating its revenue provision based on the Capital Financing Requirement (CFR).

We recommend that for future that the Authority uses the Capital Financing Requirement in order to calculate its MRP.  In addition, the Authority will need to consider whether assumptions made in calculating the MRP are appropriate to its circumstances.
	The calculation of the Authority’s MRP has been revisited based upon the Capital Financing Requirement.  

Recommendation complete.
	Treasurer


	5
	Lack of agreement of a creditor balance

As part of our audit procedures, we obtained confirmations from a sample of creditors recognised by the Authority at the year end.

One confirmation received did not agree with the Authority’s records and further investigation demonstrated that the Authority were unable to reconcile the balance with their records.  The difference is £624.  We understand that there is a disagreement as to which invoices made up the total creditor balance at the end of March 2006.  The invoices, which largely relate to the servicing and maintenance of water hydrants, are being disputed by the Authority as it believes some of the maintenance work to be sub-standard.  

We recommend that the Authority resolves this dispute as soon as practicable and amend any accounting records as necessary to ensure that this issue does not continue and escalate in the future.
	Work is on-going with AWG to resolve all of the outstanding creditor issues. 

Timescale:  Complete by end of April 
	Treasurer


	6
	Lack of date stamping on invoices

Our re-performance of Internal Audit’s work in relation to purchasing and payments noted that the Authority’s invoices are not date stamped on receipt.  Further investigations with officers also noted that, although invoices are logged when received, (which would note the date), this date is overwritten during further stages of the payment process.  As a result, the Authority does not have a record of the date an invoice is received.  We understand that the current system is to estimate this as the invoice date plus two days when calculating the payment due date.  A lack of recording of this information may affect the Authority’s payment performance and its ability to justify why an invoice is paid outside payment terms.

The Authority should give consideration to this matter going forward.
	Consideration will be given but deemed low priority owing to central nature of finance function. 

 Recommendation complete.
	Treasurer

	7
	Programme of Revaluations

During the audit, we identified that a number of the Authority’s properties have not been revalued since 1999/2000.  The Authority is not in compliance with the Statement of Recommended Practice (SORP) and CiPFA guidelines, which require authorities to revalue their significant fixed assets at least once every five years.

During 2006/07, the Authority should ensure that revaluations are obtained for all properties previously revalued prior to 2002/03, to ensure that the requirements of the SORP and CiPFA are met.
	Agreed.  All assets will have been revalued by the end of this financial year, in line with SORP.  

Recommendation complete.
	Treasurer


	8
	Accounting treatment relating to capital receipts

The Authority includes all proceeds from the disposals of capital assets within the Usable Capital Receipts Reserve (UCRR).  This is not in accordance with the capital accounting regulations, which state that only disposal proceeds greater than £10,000 should be included within the UCRR.  Proceeds of a lesser value should be credited directly to the Revenue Account as income.

Going forward, the Authority should consider revising its treatment of disposal proceeds to ensure that these are performed in accordance with the capital accounting regulations.
	Agreed.  

Recommendation complete.
	Treasurer


	9
	We noted that no changes had been made to update the process for compilation of the costs per the BVACOP headings within the Statement of Accounts.

In addition, we noted that the percentages used to apportion the figures have not been updated for four years and no supporting evidence had been retained to demonstrate that these percentages were still appropriate.

As a result, we were unable to gain assurance that the split of costs is accurate.  However, we are satisfied that total net cost of services is accurate.

We re-iterate our original recommendation.  Furthermore, we recommend that the percentages used in the apportionment are reviewed to ensure they are still appropriate with current circumstances at the Authority.
	A full review of the BVACOP spreadsheet will be undertaken for 2006/07 accounts.  A revised spreadsheet will be tested and agreed with PWC prior to the 31st March 2007.
	Treasurer

	10
	The Authority has made good progress in ensuring that the transfer of ownership is underway.  However, five of the twenty eight land registry transfers are still outstanding.

We therefore recommend that the title deeds for these properties are transferred as soon as possible. 
	Only two of the land registry transfers, Dogsthorpe and Wisbech, are outstanding.  The service is working with partner organisations to move these on.


	D. Rust


	11
	Lack of Formal Policy on the nature and level of reserves

We are aware that the Authority does include detail within its budget book regarding the level and nature of its general and earmarked reserves.  In addition, we are aware that the Authority does monitor the levels of these reserves and makes appropriate contributions / use of these reserves when necessary.

However, the Authority does not have a formal written policy in relation to the nature and levels of its general and earmarked reserves.  The sub-criteria within the Use of Resources conclusion require that a formal policy over the nature and level of general and earmarked reserves be agreed by Members.  Furthermore the level of reserves should be monitored against the agreed policy.

We recommend that the Authority compile and approve a formal written policy on the nature and level of its earmarked reserves.  Once agreed, monitoring of the levels of the reserves should be performed against the policy.


	A formal policy to supplement risk matrix will be written.  This has now been fully implemented.  

Recommendation Complete.


	Treasurer


	12
	Assurance statements regarding reserves and estimations

Statements have been made within the budget book by the Chief Finance Officer in relation to:

· The nature and level of reserves.  This details the balances on the general and earmarked reserves and notes the basis for the level of these reserves.  However no statement is given as to the sufficiency or otherwise of the reserves; and

· Estimates.  The statement gives details of the estimates made within the budget but does not conclude on the reasonableness of these estimates.

We consider that further improvements could be made to these statements to provide a greater positive assurance statement as to the sufficiency of the reserves and the reliability of the estimates.
	Agreed.  A section 31 statement has been prepared and will be presented as part of the Authority’s budget book in February 2007.

Recommendation complete.


	Treasurer

	13
	Consideration of the Statement on Internal Control (SIC) and its sources of assurance

The sub-criteria for consideration of whether the Authority has put in place arrangements to maintain a sound system of internal control require that the sources of assurance to support the SIC be identified.  Our review of internal audit’s Use of Resources review noted this had not been performed in detail and recommended that further work be performed to identify these sources of assurance.  In addition, we recommend that Members review these sources of assurance in considering the SIC.

We wish to re-iterate internal audit’s recommendation that the sources of assurance which support the SIC are identified and documented.  In addition, Members should review this information when reviewing the SIC.
	Agreed – this will be implemented.  An assurance statement will be requested from each member of SMT.

Timescale:  Complete by the end of April


	Treasurer


	14
	Update required to the terms of reference of the Scrutiny and Performance Committee

The core functions of an audit committee are not included within the terms of reference of the Scrutiny and Performance Committee.  

According to the views of CIPFA’s Audit Panel on the role of audit committees in local government, the core functions of an audit committee are:

· To approve (but not direct) internal audit’s strategy, plan and performance.

· To review summary internal audit reports and the main issues arising, and seek assurance that action has been taken where necessary.

· To consider the reports of external audit and inspection agencies.

· To consider the effectiveness of an authority’s risk management arrangements, the control environment and associated anti fraud and anti corruption arrangements. Seek assurances that action is being taken on risk related issues identified by auditors and inspectors. 

· To be satisfied that an authority’s assurance statements, including the Statement on Internal Control, properly reflect the risk environment and any actions required to improve it. 

· To ensure that there are effective relationships between external and internal audit, inspection agencies and other relevant bodies, and that the value of the audit process is actively promoted.

· To review the financial statements, external auditor’s opinion and reports to members, and monitor management action in response to the issues raised by external audit.


	New Terms of Reference for Scrutiny and Performance Committee now covers some of the specific points raised, namely:

· Approve internal audit strategy, plan and performance;

· Review summary audit reports;

· Consider the reports of external audit and inspection agencies; and

· To be satisfied that the Authority’s assurance statements, including the SIC, properly reflect risk.

Updated Terms of Reference were agreed by the Fire Authority in December 2006.

Recommendation complete.


	Treasurer


	15
	Lack of evidence to support the achievement of significant improvements in value for money

A lack of evidence has been provided to show that the Authority reviews areas of high spending as compared to operational performance and considers the actions that could be taken to lower costs in these areas.

In addition, there was a lack of evidence to support that the outcomes of processes and procedures put in place (e.g. IRMP and Best Value reviews) have achieved significant improvements in value for money.

Further work could be performed to review areas of high spending against those of other fire authorities.  It will be important for the Authority to be able to demonstrate that significant improvements in value for money have been achieved as a result of the IRMP and best value reviews.
	Agreed.  As part of the CPA Value for Money assessment comparisons were drawn with other FRAs.  Additional work is on-going to assess how we compare with others and links are being made with the Regional procurement co-ordinator to ensure a collaborative approach to procurement.


	Treasurer


	16
	IT security policies (high priority)

We noted that the majority if IT security policies have not been updated since July 2001. We are aware that IT management are currently in the process of starting to consider the security policy and we encourage them to complete this as soon as resources allow.

Where IT Security policies are not up to date, changes in the IT control environment may not be understood and actioned by staff, which could result in the loss/corruption of key data/systems.

The Authority should ensure that all IT policies are reviewed and updated on a regular basis.  Documents should be assigned an owner and it should be the responsibility of that individual to ensure that the policy is periodically reviewed and updated.   

In addition, a process should be implemented to ensure all IT users are informed of changes to IT security policies.
	Suite of 23 new ICT security policies developed as part of the ISO27001 project

Policy documents are maintained under version control and stored in the Document Management System (DMS)

A 12-month review period is built into the DMS to ensure annual review, supported by ISMS procedures

11 policies published on the internet to date. Plans to publish remaining 12 policies in the coming weeks.

Timescale:  ISO27001 project will be fully complete within 18 months
	M Scott


	17
	Disaster Recovery Plan (high priority)

Disaster recovery planning for IT systems is essential as a key part of wider business continuity planning measures.  The Authority does have a disaster recovery plan but this is currently in draft format.  For example, the following details have yet to be included within the draft plan:

· Timescales for informing the Disaster Recovery Co-ordinator of a disaster;

· Contact details for all members of the Disaster Recovery (DR) team; and

· Location of the Command Centre.

Without a robust IT disaster recovery plan the Authority may fail to meet its business objectives in the event of a disaster. 

The Authority should ensure that the draft plan is updated to include the above missing information.  Once updated the plan should be formally approved.  Consideration should be given to benchmarking the policy against best practice.  Additionally the disaster recovery plan should be tested periodically, and/or after amendment of the plan with regards to any change in systems
	An outline DR plan was been developed in conjunction with a partner (ISC Ltd) some time ago. This is being updated and developed further along with the DR ServerCare Contract which we have with the same company.

A DR Recovery Team has been created, with representatives from all key areas of the business (yet to meet as a group, pending a concerted effort on investigating the ICT infrastructural issue).

All ICT Operational procedures are being identified (over 120 identified) and documented (27 to date) in order to support business continuity.

Research and a series of meetings took place during December to identify all servers, their functions and their status in terms of backup and restore capability, including financial data.

A meeting has been arranged with a specialist DR supplier to discuss our findings and to help us to develop our DR strategy.

A key element of this will be the scheduling of restore tests for all critical systems. 

It is planned to be in a position to begin to test specific system restores from March 2007

Timescale:  ISO27001 project will be fully complete within 18 months
	M Scott


	18
	Financial data back up tapes (medium priority)

Back ups are taken every other day of financial system data.  However, discussions with management established that there is no regular proactive testing of the back up tapes.

Where arrangements for restoring financial data are not routinely tested, in the event of a real disaster, data may become corrupted or lost.

The Authority should undertake pro-active testing of the finance data back ups on a periodic basis. Best practice stipulates that back-up tapes should be tested at least quarterly and that evidence of such testing should be retained.


	The service will put in place a fullback up restore test routine and will then look to schedule this routine on a six monthly basis.
	M Scott


	19
	Penetration system testing (medium priority)

Best practice stipulates that routine penetration testing should be undertaken by the IT department or a third party, in order to confirm the robustness of the security of an organisation’s systems and data.  This process involves attempting to tunnel in through the organisation’s firewall and into key systems.  Discussions with IT management established that this does not currently occur.

The Authority may be unaware of security weaknesses within their IT infrastructure, which could result in unauthorised and/or inappropriate modifications to financial data.

Consideration should be given to undertaking penetration testing.


	Arrangements are being made to appoint a specialist company (NCC Group) to conduct external penetration testing and Citrix infrastructure testing. Proposal and quote received 13th December.

Timescale:  Penetration testing complete by end of March 2007
	M Scott


	20
	Asset management (medium priority)

IT equipment is stored and used at headquarters and the Authority’s 28 fire stations.  However, we understand that there is no asset tagging of IT equipment.  As a result, management are unable to detect or validate reported thefts.  Our discussions with management established that IT equipment has, in the past, been stolen from unmanned stations.

Without asset tagging, there is increased risk of being unable to accurately assess missing or stolen IT equipment.

We recommend that ICT equipment should be tagged and logged. This log should be checked annually in order to validate its accuracy.  In addition, staff should also be reminded of their responsibility to ensure the safe keeping of Authority assets.


	AS part of the ISO27001 project, a process of selection and procurement of a comprehensive help desk solution has been undertaken

This includes the facility to manage assets including hardware, software and other assets

A demonstration of the selected solution is being arranged for this month, prior to planning for implementation

Timescale:  Helpdesk solution installed by End of June 2007.
	H Cressey


	21
	Procedures to remove staff leavers from the network and financial systems (medium priority)

Discussions with management established that there is no process in place for HR to inform the network and system administrator of staff leavers. The system administrators have to rely on their own knowledge of staff changes.

If user access rights are not deleted in a timely manner, unauthorised access to financial systems and data may occur.

The Authority should ensure that a process is put in place to inform system administrators of when staff leave, so that access rights are deleted in a timely fashion.
	A monthly report will be generated that informs all system administrators of staff leavers and joiners.

Not yet complete.
	S Mason


	22
	System Administration (low priority)

We noted that although the ICT department are aware of the system administrators for the individual financial systems, there is no formal documentation detailing roles and responsibilities. The payroll manager and acting systems administrator stated that they were unaware of their role and responsibilities regarding this position.

A lack of formal documentation identifying system administrators and business data owners and their responsibilities, increases the risk of misunderstandings arising between officers in the ICT and finance departments.

As part of the review which ICT are undertaking regarding documentation, we recommend that business data owners and system administrators are formally identified and their roles and responsibilities are fully documented.
	As part of the ISO27001 project, an information audit is being conducted in order to identify all information and information owners, in order that responsibilities may be clearly defined and agreed:

Initial documentation of information assets (very early stages of development).

Copies of communications to prospective information owners

Timescale: ISO27001 project will be fully complete within 18 months
	H Cressey


	23
	Service Level Agreement (high priority)

The Authority does not currently have a service level agreement in place with Cambridgeshire County Council in relation to the pensions services provided.  We understand that the previous agreement is now out-of-date.

If the level and quality of service received by the Authority does not meet the standards previously set under the now out-of-date agreement, the Authority is unlikely to have any grounds for formal complaint.

For the future the Authority should ensure that a “new” service level agreement is formally approved prior to the cessation of the “old” agreement.  
	Updated SLA now signed by both parties and regular review meetings have been scheduled.

Recommendation complete
	Treasurer


	24
	Internal Audit - Computer Controls Audit (Medium Priority)

We have noted that, although Internal Audit has been involved in reviews relating to the implementation of new systems at the Authority, a general computer controls audit has not been performed by them for a number of years. 

Information systems and technology are constantly updating.  Procedures and controls, including those relating to maintenance and security, should also be updated to ensure they remain appropriate to the systems and technology in place.   

Following the implementation of the new payroll system, it may be appropriate and timely for the Authority to consider a review in this area.
	Internal Audit have undertaken an interim audit of the ISO27001 project to assess our approach to its implementation.  Further assessments have been scheduled as the project progresses.

Timescale:  ISO27001 project will be fully complete within 18 months
	M Scott


	25
	IT Helpdesk – Logging of Calls (low priority)

Our discussions with officers have noted that a manual system is used to log calls to the IT helpdesk.  When a call to the helpdesk is received, the officer that receives the call should ensure that the log sheet is updated with appropriate the details of the problem.

We noted that the majority of calls received by the officers at the helpdesk are resolved at the time of the call.  However, these issues are not always recorded in the log book.  This does not allow the department to gain accurate information regarding the workload of the IT helpdesk or the level of assistance required to resolve the calls received.  

We understand that a new IT service level agreement, internal to the Authority, is due to be drawn up.  This will detail the provision of IT services and costings.  Any financial or staffing decisions made, within the agreement, based on the activity data logged, may not be reliable.  This may have implications for the IT department in delivering services as per the agreement.

We recommend that the Authority reviews, and updates as appropriate, the arrangements currently in place to record calls received.  Staff should be reminded of the importance of logging all incidents reported.  Furthermore, this matter should be taken into consideration during the compilation of the new service level agreement.
	Tenders have been received for this product and a preferred supplier has been selected.  Implementation of the system will be complete by June 2007, ahead of the original December implementation date.
	H Cressey


	26
	Linkage between the risk register and the business risks

We understand that the Authority has started a process to link the risks outlined in the risk register through to business objectives by implementing a programme of project management.  However, further work is required to ensure that these links are clearly defined.
	Additional work has been taken to link the strategic risk register to the Fire Authority Plan.  In addition, all Fire Authority objectives have been risk assessed.

This piece of work will be continuously reviewed.
	M Warren

	27
	Monitoring of risk management

The corporate planning and finance panel undertakes the functions relating to risk management.  However, specific responsibility for corporate risk management is not detailed within the terms of reference for this panel.

This is a requirement of one of the sub-criteria in the Use of Resources assessment.
	All committee terms of reference have been updated to incorporate their roles in respect of risk management.

Recommendation complete.
	M Brown


	28
	Development of work plans for business objectives and links to the medium term financial plan

The Authority has three medium term objectives that are documented within its Fire Authority Plan.  

Our discussions with officers have noted that the Authority is in the process of developing work plans which link to these corporate objectives. We have noted that:

· The work plans have only been developed for 2006/2007. We understand that there is further work that needs to be undertaken to ensure that these work plans are developed longer term; and

· Although the work plans have been assigned to individuals the allocation of budgets, detailed action plans and completion dates are still outstanding.

As a result, the Authority is not able to demonstrate that its medium term financial plan links to its corporate objectives and is driven by them.

There may be a risk that the Authority fails to achieve these objectives if these work plans are not developed and embedded sufficiently.
	The Asset Management Plan, Fire Authority Plan and the IRMP have been developed together to ensure all known pressures have been accounted for when preparing the Medium Term Financial Stategy and budget.

Recommendation complete.
	M Warren


	29
	Involvement of budget holders in the budget setting process

Our discussions with officers have identified that little documentary evidence has been retained to support budget holders involvement in the budget setting process.  

We understand that budget holders meetings did take place and conversations between the finance department and budget holders did occur prior to the setting of the budget. However this process was not documented.
	All records of budget holder meetings are now retained.  

Recommendation complete.
	M Warren

	30
	Lack of capital strategy

The Authority does not have a capital strategy currently in place.  As a result the Authority may not be making the best use of its capital assets.
	Capital Strategy written and approved by Policy and Finance Committee.  

Recommendation complete.
	M Warren

	31
	Lack of policies and procedures for the management of property

The Authority does not have appropriate policies and procedures in place to enable it to successfully manage its property portfolio.

We understand that this has been raised by the Authority within its Property Management Plan, which was finalised in December 2005.
	Asset Management Plan written and agreed.  

Recommendation complete.
	D Rust


	32
	Lack of reporting arrangements on the land and buildings portfolio

The Use of Resources criteria requires the following to be assessed:

· The Authority's arrangements for reporting to members are sufficient to ensure that they fulfil their responsibility in relation to the Authority’s land and buildings portfolio at both a strategic and service level.

· Whilst we understand that Members review the capital programme on an annual basis, no reporting arrangements are in place for members in relation to the Authority’s land and buildings portfolio.  
As a result, the Authority is not able to demonstrate that Members are fulfilling their responsibilities in this area.
	Asset Management Plan written and agreed.  

Recommendation complete.
	D Rust


	33
	Property Surveys

The Authority has an annual programme of planned maintenance based on a rolling programme of property surveys.

The Authority has a five yearly rolling programme in relation to the survey of its properties for maintenance and revaluation purposes.  This is in accordance with capital accounting regulations. However, our discussions have noted that there is no documentary evidence which summarises the status of this programme – detailing which properties have been surveyed, and which are due for survey and when.  As a result, the Authority is not able to demonstrate that all its properties have been surveyed every five years.  

If the properties are not surveyed every five years, the Authority will not meet its obligations under the regulations.  In addition, the following may result:

· Essential maintenance works may not be picked up in a timely fashion and could result in greater costs being incurred in repair works; and
· The value of the Authority’s fixed assets may be misstated within the accounts.
	Implemented as part of the Asset Management Plan.  

Recommendation complete.
	D Rust


	34
	Code of Conduct

The Authority’s staff code of conduct has not been reviewed and updated, as appropriate, since 1999.

There is a risk that the Code of Conduct may be out of date and that it does not comply with all relevant current laws and regulations.
	This still needs to be updated and progressed.  

The current code will be fully reviewed and updated as appropriate.

Timescale:  Reviewed by the end of May 2007
	G Taylor


