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Appendix 1


Cambridgeshire Fire & Rescue Service Strategic Risk Register


Review Process

· Each Risk Owner (SMT member) will review their individual risks regularly to ensure they are still valid;

· The Strategic risk register will be reviewed by SMT formally on a quarterly basis to ensure all risks are still set at an appropriate level - Are they still strategic?;

· During the formal review process any new strategic risks will be added;

· The updated Risk Register will incorporate identified strategic risks from work programmes;

· Updates of the Risk Register will be presented to the Policy and Finance Committee as required;

· The Scrutiny and Performance Committee will track progress against identified actions; and

· Outside of the quarterly reviews any risks that are deemed strategic should be added on an ad hoc basis.

	Ref
	Risk 

Category
	Risk
	Impact
	Strategy
	Action Required


	Target Completion Date
	Allocated To
	Mag

(M)
	Prob 

 (P)
	Exposure

M x P

	1
	Social
	Changing (evolving) emphasis of service delivery to Community safety.
	1) Changing recruitment priorities.

2) New skills to be learned. 

3) Change to authority profile

4) Regional recruitment Community Safety Officers

5) Change culture

6) Operational
	Integrate into job descriptions, personal objectives and performance appraisals
	1) Update all HR policies and procedures

2) IRMP

3) Strategic ADCs

4) Identify Management Development needs and implement training programme 

5) Update Peterborough Volunteers Contract.
	June 2007
	Director of Resources
	4
	3
	12

	Core Values Partnership, Safety

	Community Safety- Prevention, Protection, Intervention, Local knowledge, Consultation  

Quality Services – Efficient, Effective 

Quality People – Learning and People development



	Identified Controls

1) Corporate IRMP

2) Assessment Development Centres to assess the competence of individuals.

3) District Plans

4) Regional Recruitment Strategy

5) IPDS

6) Fire Authority Plan – Key Priorities 1,2,3,5 and 8

7) Rank to Role assimilation.

	Date of Last Review:
	08/01/07

	Date of Last Amendment:
	08/01/07


	Ref
	Risk 

Category


	Risk
	Impact
	Strategy
	Action Required


	Target Completion Date
	Allocated To
	Mag

(M)
	Prob 

 (P)
	Exposure

M x P

	2
	Political Economic

Legislative


	Failure to comply with Government/legislative initiatives and/or National Projects

e.g. Introduction of Regional Management Boards
	1) Government penalties/

intervention. 

2)
Reputational damage.

3)
Damage to relationships e.g. 

        other Partners
	Implement white paper.

Work to the regional agenda

Treat as high priority.

Maximise

benefits of regionalisation. 

Communicate to stakeholders.

Identify opportunities of regional structure for new ideas eg legislative.
	1) Evaluate effects of failing to have effective reg management on:

 i) service delivery,

 ii) economies of scale, iii) workload implications,

 iv) other

2) 
Develop and Maintain high profile partnerships

3)
Communicate and implement white paper agendas and other legislation
	East of England Regional Management Board Up & Running and ongoing in line with white paper and other legislation
	Chair of Fire Authority and CFO
	5
	4
	20

	Core Values Accountability, Quality

	Community Safety – Prevention, Protection, Intervention, Local Knowledge, Consultation, Community Satisfaction

Quality Service – Efficient, Effective



	Identified Controls

1) Fire Authority Plan 2006/07

2) Regional approach to training prioritised through the RMB Corporate Plan

3) Integrated Personal Development system launch in 2004/05 as part of the Corporate Priorities to achieve delivery of the Authorities Strategic Goals

4) Fire Authority Plan – Key Priorities 5,6 and 10

5) Regulatory Reform Order.

6) Race Equality Scheme and Equality Impact Assessments.

	Date of Last Review:
	08/01/07

	Date of Last Amendment:
	08/01/07


	Ref
	Risk 

Category
	Risk
	Impact
	Strategy
	Action Required


	Target Completion Date
	Allocated To
	Mag

(M)
	Prob 

 (P)
	Exposure

M x P

	3
	Political Economic
	National and/or local industrial action
	Reduction of service delivery. Heightened risk to vulnerable in community. Impact on recruitment & retention. Financial impact
	IRMP and Modernisation issues to be faced
	1) Strengthening employee relations.

2) Working partnerships with representative bodies


	Implement employee relations action plan

Ongoing

Operation FRESCO understood and remains current activity.
	Director of Community Safety
	5
	4
	20

	Core Values Partnership, Safety, Quality

	Balanced scorecard

Community Safety – Prevention, Protection, Intervention, Community Satisfaction

Quality Services – Efficient, Effective



	Identified Controls

1) Arbitration with the DCLG

2) Operation FRESCO.

3) Employee relations Action Plan

4) Service Continuity Plan and Disaster Recovery Plan

	Date of Last Review:
	08/01/07

	Date of Last Amendment:
	08/01/07


	Ref
	Risk 

Category
	Risk
	Impact
	Strategy
	Action Required


	Target Completion Date
	Allocated To
	Mag

(M)
	Prob 

 (P)
	Exposure

M x P

	4
	Legal

Political 

Economic
	Breaches of Existing legislation i.e. Health & Safety / Asbestos exposure / Legionella /Race Equality Scheme
	1) Prosecution.

2) Death, injury to employees / others

3) Exposure to compensation claims

4) Reputational damage
	Conduct audit of H&S function against British Standard. Robust H&S function and training.

Create a common approach to Strategy embracing Compliance and Audit
	Monitor H&S incident reporting. Categorise and target prevention. Ensure positive responses to all incidents

Undertake audit and develop improvement plan

Implement revised Health & Safety structure.

Risk assess legislation gap analysis.
	on-going
	SMT
	5
	4
	20

	Core Values Accountability, Safety, Quality

	Balanced scorecard

Quality people – Health and Safety

	Identified Controls

1) Improved Operational equipment

2) Internal and external Audits (incl CPA ). Self Assessments.

3) Fire Authority Plan – Key Priorities 5,6 and 10

4) Race Equality Scheme



	Date of Last Review:
	08/01/07

	Date of Last Amendment:
	08/01/07


	Ref
	Risk 

Category
	Risk
	Impact
	Strategy
	Action Required
	Target Completion Date
	Allocated To
	Mag

(M)
	Prob 

 (P)
	Exposure

M x P

	5
	Political

Economic

Social.
	Failure of Risk Management
	1) Adverse effect on CPA Use of Resources Statement.

2) Government intervention.

3) Prosecution

4) Financial impact of avoidable losses/situations.

5) Reputational
	Implement viable & robust risk strategy.

Publish action plan and meet timetables.

Integrate with Service planning and embed.
	Maintain process through year 2 operation to ensure fully embedded in management systems and performance plans.
	January 2007
	Director of Resources
	5
	2
	10

	Core Values Accountability, Partnership, Safety, Quality

	Balanced scorecard

Community Safety – Prevention, Protection, Intervention, Community satisfaction

Quality People – Health and Safety

Quality Services – Efficient, Effective, Environmentally Friendly



	Identified Controls

1) Consultants appointed to review Risk Management and focus on compliance with legislative and regulatory requirements including CPA

2) Formulation of risk register and linkage to existing control framework, balanced scorecard, Corporate Aims and Budgets

3) Strategy and risk register reviewed and agreed with SMT 29th November 2004 

4) Strategy and risk register scheduled for review with all FRA Members on 6th December 2004.

5) Risk Assessment made for FA papers.

6) Process independently reviewed by insurers and assessed as good.

7) Risk Register updated by SMT at least quarterly.

	Date of Last Review:
	08/01/07

	Date of Last Amendment:
	17/11/06


	Ref
	Risk 

Category
	Risk
	Impact
	Strategy
	Action Required


	Target Completion Date
	Allocated To
	Mag

(M)
	Prob 

 (P)
	Exposure

M x P

	6
	Social
	Failure to identify and respond to increases in demand for services
	1) Increased demands on resources.

2) Increased safety risks to employees.

3) Increased losses to the wider community.

(Implications for increased insurance premiums and reduced Insurance market capacity)

4) Increased risk to public

5) Response ability potentially diminished.

6) Greater need / use of specialist equipment.

7) Adverse impact on finances/budgets
	Plan to reduce arson via improved business and community fire safety and awareness delivered through IRMP and build a financial reserve to offset.
	Explore opportunities with other agencies and organisations to improve community safety.

Create a Corporate Performance Indicator and liaise with family group.

Benchmark against other authorities.
	July 2006
	Director of Community Safety/Director of Operational Support
	4
	4
	16

	Core Values Partnership, Quality

	Balanced Scorecard

Community Safety – Prevention, Protection, Intervention, Community Satisfaction

Quality Services – Efficient, Effective



	Identified Controls

1) Fire Authority Plan 2006/07

2) Monitoring of Key Performance Indicator BV 143 Deaths and injuries from accidental fires in dwellings

3) IRMP 2006/07 to look at resource allocation in respect of risk and demand.

4) Benchmark nationally.

5) Regulatory Reform Order 2004 will enable the service to validate commercial risk assessments.

6) IRMP promotes a review of non fire incidents to ascertain best practice to protect the community.

7) Civil Contingencies Act and respective plan.

8) Fire Authority Plan – All Priorities.



	Date of Last Review:
	08/01/07

	Date of Last Amendment:
	11/04/06


	Ref
	Risk 

Category
	Risk
	Impact
	Strategy
	Action Required
	Target Completion Date
	Allocated To
	Mag

(M)
	Prob 

 (P)
	Exposure

M x P

	7
	Legal/Economic
	Failure of key suppliers 
	1) Adverse impact on service delivery.

2) Impact on support services.

3) Increased risks to employees and public.
	Identify all key services and suppliers. Ensure no ‘single source’ dependencies.

Maintain a robust procurement strategy.
	Create supplier register. Identify alternate suppliers for all procurement.

Embrace National/Regional Procurement strategies.

Development of service continuity plans. 

Strengthen the Procurement team through regional working and leveraging Centres of Procurement Excellence.
	Ongoing through Regional Management Board


	Director of Resources
	4
	2
	8

	Core Values Accountability, Quality

	Balanced Scorecard

Quality Services – Efficient, Effective

	Identified Controls

1) Collaborative procurement project through regional procurement co-ordinator

2) Regional Procurement strategy to require suppliers to have proven track record.

3) Contract Register;

4) Revised tender process;

5) Firebuy.

	Date of Last Review:
	08/01/07

	Date of Last Amendment:
	08/01/07


	Ref
	Risk 

Category
	Risk
	Impact
	Strategy
	Action Required
	Target Completion Date
	Allocated To
	Mag

(M)
	Prob 

 (P)
	Exposure

M x P

	8
	Economic

Political
	Inadequacy of financial budgets / reserves in the medium term
	Service Delivery

Recruitment & retention difficulties.

Rise in Council Tax/capping


	Better business planning/

resource allocation & management,

driven through IRMP delivery with financial constraints.
	Annual assessment of adequacy of reserves and contingency fund.

Production of a long term Asset Management Plan and Strategy.


	February 2007
	Director of Resources
	3
	3
	9

	Core Values Accountability, Quality

	Balanced Scorecard

Community Safety – Prevention, Protection, Intervention, Community Satisfaction

Quality People – Health and Safety, Learning and People Development

Quality Services – Efficient, Effective



	Identified Controls

1) Financial assessment of projects.

2) Robust Financial systems.

3) Clearly focussed corporate priorities.

4) Proposal 1 of IRMP will define risk based vision on strategic resource deployment from which robust asset management strategy will be developed to inform medium and long term plans.

5) Asset Management Plan and Capital Strategy

6) Financial Strategy and Policy on reserves

	Date of Last Review:
	08/01/07

	Date of Last Amendment:
	08/01/07


	Ref
	Risk 

Category
	Risk
	Impact
	Strategy
	Action Required
	Target Completion Date
	Allocated To
	Mag

(M)
	Prob 

 (P)
	Exposure

M x P

	10
	Economic 

Political         
	Failure to avoid effects of financial crime (fraud, misuse, fiduciary)
	1) Budgetary shortfall.

2) Loss of reserves.

3) Reduced service delivery.

4) High reputational impact.


	Audit and Risk Management reporting independently to Members.
	1) Implement ISO27001

2) Revisit financial regulations with all budget holders.

3) Appointment of new auditor

4) Implement programme management


	March 2007 
	 Director of Resources.
	4
	2
	8

	Core Values Accountability, Quality

	Balanced Scorecard

Community Safety – Prevention, Protection, Intervention, Community Satisfaction

Quality Services – Efficient, Effective

Quality People – Learning and People development



	Identified Controls

1) IRMP plans fully costed to improve satisfaction of external auditors

2) A Audit and Review Panel is in place to scrutinise the performance of the Authority

3) A Code of Conduct is in place to govern the actions of the Authority Employees

4) Corporate Governance in place and assessed as good by CPA.

5) Projects are managed to PRINCE 2 methodology reducing the threat of financial or other irregularity

6) Adopted Risk Analysis Path provides a controlled process to manage change 

7) Statement of Internal Control provides a degree of assurance that operational controls are in place and adequate

8) Ongoing Audit of operations manages the potential threat of Financial or other irregularity

9) Salary payment to Payroll Service Manager checked monthly.

10) Defined financial and contractual rules of procedure.

11) On-going training.

12) Fraud policy and procedures.

	Date of Last Review:
	08/01/07

	Date of Last Amendment:
	17/11/06


	Ref
	Risk 

Category
	Risk
	Impact
	Strategy
	Action Required
	Target Completion Date
	Allocated To
	Mag

(M)
	Prob 

 (P)
	Exposure

M x P

	11
	Economic 

Political         

Social
	Failure to plan for a Pandemic 
	1.Loss of reserves.

2.Reduced service delivery.

3.High reputational impact.


	Contingency Plan to reduce potential impact
	Arrange military cover

Retained cover


	March 2006 
	 Director of Operational Support.
	4
	3
	12

	Core Values Accountability, Quality

	Balanced Scorecard

Community Safety – Prevention, Protection, Intervention, Community Satisfaction

Quality Services – Efficient, Effective

Quality People – Learning and People development



	Identified Controls

1. Contingency Plan



	Date of Last Review:
	08/01/07

	Date of Last Amendment:
	11/04/06


	Ref
	Risk 

Category
	Risk
	Impact
	Strategy
	Action Required
	Target Completion Date
	Allocated To
	Mag

(M)
	Prob 

 (P)
	Exposure

M x P

	12
	Economic 

Political         

Social

Environmental
	Failure to proceed with major Property schemes.
	1.Loss of reserves.

2.Reduced service delivery.

3.High reputational impact

4. Council Tax increase owing to Substantial investment needed in current infrastructure.


	Develop an Asset Management Strategy and Plan to support the Emergency Response Strategy
	Test contingency plan;

Develop and agree emergency response strategy;

Develop partnerships


	May 2007
	 Director of Operational Support.
	4
	4
	16

	Core Values Accountability, Quality

	Balanced Scorecard

Community Safety – Prevention, Protection, Intervention, Community Satisfaction

Quality Services – Efficient, Effective

Quality People – Learning and People development



	Identified Controls

Contingency Plan

Asset Management Plan

Condition Surveys



	Date of Last Review:
	08/01/07

	Date of Last Amendment:
	08/01/07
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