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TO:
Community Safety Committee
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Director of Operational Support
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4 April 2007

SECURITY ON CFRS PREMISES

1.
Purpose

1.1
To provide the opportunity for the Community Safety Committee to consider options and costs for improving security of CFRS premises. 
2.
Recommendation
2.1
The Community Safety Committee is recommended that a detailed cost analysis be undertaken of improved surveillance, tracking and tracing technology, to provide the improved security to CFRS premises. 
3.
Background

3.1 The break in at Burwell Fire Station of 7 September 2006 was the seventh such incident on CFRS premises where operational equipment had been stolen since July 2003.  These intrusions are not only costly and inconvenient; they are a major threat to operational response effectiveness and readiness.


3.2 The Authority has continued to invest in new technologies and state of the art equipment for its front line staff to use.  As with all new technology the associated costs rise and the potential for loss increases.

3.3. The retained stations are considered most vulnerable for the obvious reason that they are empty most of the time.  The wholetime stations, whilst suffering some petty theft, are not considered to be at the same level of risk.  Any measures thought appropriate to improve station security may be extended to include day crewed stations, but are unlikely to provide sufficient benefits to warrant inclusion in wholetime locations.

3.4
CFRS insurers have been consulted on the various options identified in this report. They have indicated that they are reluctant to underwrite losses in respect of cutting equipment irrespective of additional security measures taken.  This clearly raises the bar when considering the cost versus benefit outcomes of increased security.

3. 5
Much has already been done to improve the security situation.  All retained stations have had insurance rated rim locks fitted and pedestrian doors upgraded to solid cored. A programme of replacing outward opening and double doors with security locked internally opening doors is now completed.

3.6
All retained stations, except one have had replacement double glazed windows fitted with locking handles. The Station that remains single glazed has had all windows security filmed.

3.7
A programme of upgrading security lighting to the perimeter of premises is nearing completion.

3.8
The seven security breaches have had the following means of entry:

· 2 via non-security filmed window. Window broken and opened.

· 2 via security filmed window. Window pane removed entirely.

· 1 by door being insecure.

· 1 by outward opening door lock being eased over.

· 1 by door locks being cut out.

3.9
The two 2 stations most targeted, Papworth and Burwell, are in areas with disused premises adjacent.

3.10
It is considered that our premises are currently secure against casual entry and that reasonable steps have been taken to secure and maintain them in that condition.  It is the determined intruder that we need to secure against and therefore additional measures are called for.

3.11
The upgrading of external security is the most expensive option and may be in excess of value of thefts. It is also likely to move the area of entry on for the determined intruder, to the wall or roof, for example.

3.12
The upgrading of internal security is a common answer to security concern but will be of value only if the system is linked to a 24 hour response centre. The annual service costs are likely to be high.

3.13
The recording of incidents and fitting of tracker devices appears to be a low-cost solution that may be linked to a simple stand-alone alarm system. The switching on and off of a recording system may be achieved by changing key-locks on pedestrian’s entrance doors with electronic access cards with staff required to log into and out of the main door.

4.       Risk Assessment

4.1
Legal
4.11     There are no legal implications associated with this report.

5.
Financial
5.1
The costs associated with upgrading security on stations are discussed in the report.  However, it is difficult to ascertain what costs may be incurred in the future with regard to loss of equipment and subsequent reduction in service delivery.  What is clear is that new technologies are increasing costs and hence potential losses due to breaches of security.

6.
Social
6.1
As the Service moves towards a more preventative stance and places greater importance on having accessible and welcoming stations, the presence of increased security may act as a deterrent.

7. Security Options

7.1    There are many options that are available for increasing security in premises.  In considering security options it is essential to consider the nature and proposed use of the building and the cost/benefit ratio of improving security.
7.2
The 3 options considered in this report, external security improvements, internal security improvements and recording of incidents are analysed using the SWOT (strength, weaknesses, opportunities and threats) as follows:

7.3     SWOT ANALYSIS FOR RECORDING OF AND TRACKING OF INCIDENTS

	STRENGTHS
	WEAKNESSES


	· A Low cost solution

· May act as a deterrent if intruders are aware that evidence that will lead to their arrest and punishment will be gathered 
	· Presence of cameras must by law be notified by external signage. This may lead to intruders wearing masks as they have been fore-warned.

Does not prevent damage to premises on entry.

	OPPORTUNITIES (Possible Solution)
	THREATS (Issues to overcome)



	· Gathering of evidence to pass to police to trace and detain intruders.

· Possible link in to alarm system to notify intruders that they have been detected and will be recorded.

Possible link to a 24 hour control room to alert CFRS and Police of intruders.
	· Resolution of who, if anyone will attend should intruders be detected.


7.31
SWOT ANALYSIS FOR FITTING OF INTRUDER ALARM
	STRENGTHS
	WEAKNESSES


	· May deter intruders if they are aware that an alarm will sound on their forced entry
	· Ongoing maintenance costs

· Is vulnerable to not being activated/deactivated by station personnel



	OPPORTUNITIES (Possible Solution)
	THREATS (Issues to overcome)

	· A medium cost solution

· A mainstream solution
	· May delay turnout of responding personnel

· Defective alarm will be of concern to neighbours

· Resolution of who will attend should alarm sound



7.32
SWOT ANALYSIS FOR IMPROVEMENTS TO EXTERNAL SECURITY

	STRENGTHS
	WEAKNESSES


	· Security measures are obvious
· Will delay access to premises for intruders thus making their chances of detection greater

	· Most expensive option



	OPPORTUNITIES (Possible Solution)
	THREATS (Issues to overcome)



	· Use window bars only to give a message that premises have been strengthened

· Upgrade pedestrian doors to steel framed and cored to delay access.

· Have a designated ‘security officer’ role at District to liaise with local crime prevention officer on preventative measures


	· May delay turnout of responding personnel

· May alert persons to fact that valuable items are stored on our premises
· The upgrading of security may alarm neighbours and advertise the fact that we have an issue on security.



8.
Financing

8.1
It is considered that there are 3 areas to be explored in improving security.

a.
Improve external security - prevent access

b.
Improve internal security - detect access

c.
Recording of incidents - gathering of evidence

Two or more of these could be combined to enhance security provision.

8.2
The improvement of external security would take the form of perimeter fencing and gates, fitting of bars to windows, upgrading pedestrian doors and additional security measures on appliance bay doors.  A budget cost for this provision on 21 retained stations is £200,000.

8.3
The improvement of internal security would take the form of intruder alarms with detectors fitted on perimeter doors and windows as well as within rooms.  A budget cost for this provision on 21 retained stations is £40,000 and an additional £7000 annual maintenance costs.

8.4
The recording of incidents would comprise the use of CCTV either on a continuous 48 hour loop or activated by sensors.  A budget cost for this provision on 21 retained stations varies between £21,000 and £84,000 depending on complexity of operation. The more expensive would involve cabling back to Service HQ and monitoring services. The cheapest would be a video recorder on site with 2 cameras.

8.5
A further option would be the provision of intruder detection and recording via mobilising equipment and using Fire Control to check premises via remote camera. However the proposed change of mobilisation system coupled with the centralisation of Control Staff means that this option is not considered further in this report.

8.6
Consideration should also be given to the fitting of tracker devices on high value and vulnerable equipment.  This would be a relatively low cost option offering the possibility of recovery of stolen items and increased potential to identify and prosecute offenders.

9.
Summary

9.1
The Estates and Property Manager consulted all District Managers on security measures to be considered. Based on this consultation a report was prepared and submitted to Senior Management Team.


The reluctance of insurers to underwrite further losses regardless of upgraded security, and the greater need to improve accessibility to fire stations by the public, precludes the option of creating ultra-secure stations at significant expense to the Authority.   However, the need to respond to the increasing incidence of theft is clear, and the preferred option is a combination of improved surveillance within stations and use of tracking and tracing technology within the high value and attractive assets.
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