

Agenda Item 5


Agenda Item 7

TO:
Scrutiny and Performance Committee
FROM:
Treasurer to the Fire Authority
DATE:
31 May 2007
INTERNAL AUDIT ANNUAL REPORT 2006/07
1.
Purpose
1.1
To note the Internal Audit Annual Report 2006/07 as set out in Appendices 1 and 2.
2.
Recommendations

2.1 The Scrutiny and Performance Committee is asked to note the Internal Audit Annual Report 2006/07.
3.
Risk Assessment

3.1
There are no specific risks relating to this report.  
4.
Background
4.1
For 2006/07, the Internal Audit Services were provided by Cambridgeshire County Council on a contractual basis to the Fire Authority.

4.2
The role of the Internal Auditor is set out in the Authority’s Statement of Delegated Responsibilities.

4.3
The report summarises the audit activity during last year and sets out the main issues arising.  It also sets out the audit plan for the current year.

4.4
The Internal Auditor reports to both the Chief Fire Officer and the Treasurer.

5.
Issues

5.1
It is pleasing to note the overall opinion of the Internal Auditor set out in paragraph 3.1 of the report - “A sound environment of internal financial control is evident at the Fire Authority, and during 2006/07 the Fire Authority’s financial controls in the systems examined were on the whole operating satisfactorily”.
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Report to the Cambridgeshire and Peterborough Fire Authority


1.
Purpose of the Report

1.1
To report on the internal audit activities and key issues arising from the programme of audit work in 2006/2007.  

2.
Scope of Internal Audit Work

2.1 Internal audit activity during the year again focused upon reviewing, appraising and reporting on the adequacy and effectiveness of controls in the Fire Authority’s governance, risk management, internal control and financial systems and the extent to which the Authority’s assets are safeguarded from loss. 

2.2 Internal Audit worked to the 2006/2007 plan, agreed with the Director of Resources and Head of Finance and Contracts, as presented to the Scrutiny and Performance Committee of 28 June 2006. Performance against the Plan is shown in Appendix 1. 

2.3 Internal Audit provided a total of 68 audit days against the planned total of 77 days, auditing the systems and activities of the Fire Authority, and providing advice and assistance to management. The planned review of transportation systems (fleet, fuel and maintenance) was not carried out at the request of management due to the best value review being undertaken by the Authority in that area. The full eighteen days assigned for the computer audit work was not required. 

2.4 All audits were completed during the year, to ensure a clean hand over to the new Internal Auditor and responses received from management with regards to the issues raised and recommendations made.

2.5 We have continued to liaise with the Authority’s external auditors PriceWaterhouseCoopers, to avoid duplication and optimise the use of the total audit resources.  

3.
Overall Conclusions and Internal Audit Opinion 

3.1 A sound environment of internal financial control continues to be evident at the Fire Authority, and during 2006/2007 the Fire Authority’s financial controls in the systems examined were on the whole operating satisfactorily. 

3.2 In respect of the reviews of Corporate Governance and Risk Management, Building Repairs and Maintenance, Insurance and Key Financial Systems and Control we provided substantial assurance.  

3.3 We provided moderate assurance In respect of the reviews of Payroll, Procurement and the computer audit review of the Information Security Management System. 

3.4 Definitions of our assurance levels are shown in Appendix 1.

3.5 Where areas for improvement were identified, management have responded positively and have drawn up action plans to address issues raised and manage the risks identified. 

3.6 We are pleased to report as in previous years that in our dealings with the Fire Authority, management were receptive to addressing the internal control issues identified through agreed action plans.

3.7 A summary of the main issues arising from each audit is shown in Appendix 2. 

2006/2007 Internal Audit Plan - Comparison of Planned and Actual Audit Coverage 

	Audit
	Planned Days
	Actual Days

	Review of Corporate Governance and Risk Management 
	7
	7

	Key Financial Systems and Controls
	15
	15

	Payroll & Employee Expenses 
	10
	10

	Property Repairs & Maintenance
	5
	5

	Insurance
	5
	5

	Transportation 
	5
	0

	Procurement 
	6
	6

	Computer Audit 
	18
	14

	Planning and Control
	6
	6

	Total Planned Days
	77
	68


Definitions of Audit Assurances

	Level
	Definition

	1
	Full Assurance
	There is a sound system of risk management / control designed to achieve the system objectives and manage the risks to achieving those objectives.

	2
	Substantial Assurance
	Whilst there is basically a sound system of risk management / control, there are some minor weaknesses, which put some of the system objectives at risk.

	3
	Moderate Assurance
	Whilst there is basically a sound system of risk management / control, there are some more significant / serious weaknesses, which may put some of the system objectives at risk.

	4
	Limited Assurance
	There are significant weaknesses in key areas in the systems of risk management / control, which put the system objectives at risk.

	5
	No Assurance
	Risk management / control is generally weak leaving the system open to significant error or abuse.


Audit Plan 2006/2007 - Summary of Main Areas of Audit Focus and Issues Arising

1.
Corporate Governance and Risk Management (Substantial Assurance)

1.1. This review used the Good Governance Standard for Public Services to assess the corporate governance arrangements for Cambridgeshire Fire and Rescue Service. Whilst the Fire Service has not formally adopted the Standard, it represents a benchmark for good practice. The work undertaken in this review has shown that Fire and Rescue Service meets the Standard in the majority of areas. The 2005 Comprehensive Performance Assessment also examined the corporate governance of the Fire Service and gave an overall score of ‘good’.

1.2. One high priority issue was raised relating to the release of confidential information for a Fire Authority agenda item. Other items related to the accessibility of documentation on the Fire and Rescue Service website, completion of the 2007/08 Strategic Risk Register and reporting on this to the Fire Authority. Areas for consideration included skills criteria and development and values. Although these arrangements do not meet the Standard, current arrangements are not felt to threaten good governance.
2.
Key Financial Systems and Controls (Substantial Assurance)

2.1 This audit reviewed processes and controls over the following activities: General Ledger, Bank Reconciliations, Creditors, Debtors, Treasury Management, VAT, Budgetary Control and Purchase Cards.

2.1 We reported no high priority issues. Actions to address the issues raised will further strengthen the current systems of control. For example, in the creditors system, management agreed to introduce checks on the VAT charged on invoices, and explore with the supplier of Dream whether multiple purchase orders can be matched to a single invoice.  In the debtors system, all cancelled orders will now have a justification recorded on Dream and to investigate whether the current anomaly in the system, which allows an invoice to be raised without a customer record, can be remedied. 

2.2 We examined the purchase card system for the first time, over which sound controls were in place. The issues raised relate to the administration of card issues and cancellations. The controls over the purchase card system, transactions through which tend to be low in value are quite administratively burdensome, with scope for making the system more efficient; for example, sample checking could adequately control the risk of erroneous or inappropriate purchases. 

3.
Payroll and Employee Expenses (Moderate Assurance)

3.1 We followed up the previous audit report (May 2006) and were pleased to report that management had taken appropriate action or agreed to place reliance on existing forms of control.  

3.2 The previous audit highlighted that the payroll system has various integrated internal controls that should prevent incorrect payments or payments to “ghost” employees, and we can provide assurance to management that these are operating effectively. However, we remain concerned that the majority of controls could be overridden and compromised using the “supervisor access” functionality, which is held by both the Head of Business Development & Payroll Services and her Deputy; both officers have operational responsibilities within the payroll function. The functionality allows, for example, for system and audit logs to be deleted, reducing the probability of fraud being identified and consequently investigated. 

3.3 We are satisfied that the current robust budgetary control procedures should identify significant misappropriation, although such controls would not be as effective in identifying frequent low-level fraudulent activity. No independent review over the Head of Business Development and Payroll Services input means that the payroll system is exposed. 

3.4 In all other respects, our audit results continue to support an opinion of substantial assurance, that payroll transactions are processed in an accurate and timely manner. Some minor errors were identified, however we have not reported any payroll issues in respect of Starters, Leavers, Deductions, Variations to Pay, Travel and Subsistence or Pensions. 

3.5 In respect of HR Personnel Reference Files (PRF) for new starters and leavers, we highlighted three areas for improvement. Specifically we include the high priority recommendation for revisions in the documentation accepted to confirm candidate identities and the right to work in the United Kingdom.

4.
Property Repairs and Maintenance (Substantial Assurance)
4.1 Adequate processes and internal control are in place in relation to the Authority’s buildings repair and maintenance arrangements. 

4.2 We highlighted through the audit some areas where information systems could be improved to assist management in prioritising works, monitoring works in progress and expanding the range of information available to monitor the condition of properties. 

4.3 The Estates section record all reports of defects on a spreadsheet to ensure that they can be monitored. However the spreadsheet does not currently include the priority of the defect reported and therefore it is more difficult for management to monitor that all material defects have been resolved. In addition, the use of a priority rating will also allow additional management information on year-to-year trends in material defects to be reported.

4.4 A report produced by the Appliance Doors maintenance and servicing contractor provided insufficient documentary evidence to enable us to verify that significant issues mentioned within the report had been acted upon.

4.5 We noted that the main system for monitoring whether statutory inspections or key maintenance of equipment checks have been completed is via the status of DREAM purchase orders (as each inspection is receipted when completed). We have, however, recommended that a master spreadsheet be created for each property to detail the required checks, the date the check should be undertaken and whether or not it has been completed to allow management to have a better overview of the status of inspection works.

5.
Insurance
5.1 Generally controls operating within the Insurance function were found to be adequate in managing the risks identified. The audit highlighted that some areas where systems could be improved to further protect the Authority against the risk of error or loss.

5.2 Observations were made about the reasonableness of the current charge levied by the Fleet Section for internal vehicle repairs undertaken by the Authority. It was noted that the current rate charged to the insurers is £25 per hour, whereas the actual cost (including overheads) has recently been calculated at nearer £80 per hour.

5.3 When reviewing the Property insurance policy we noted that the current level insured is approximately £36million. However upon review of the Property Asset Register we identified that the total property portfolio of the Authority is only £17 million. Whilst it is acknowledged that an additional 20% is added to the property value to cover contents, the current insurance level may be considered excessive. 

5.4 We noted that the Authority does not currently have any cover for “fees and debris removal” and we were unable to ascertain whether this would be covered sufficiently within the existing property policy.

6.
Procurement
6.1 The Fire Authority has had 220 non-consultant contracts over the value of £10,000 in the past 3 years. The total spend on these over this three-year period was in excess of £18 million. There were also 21 contracts specifically relating to consultancy work undertaken over £10,000, with a total value over the three-year period of just over half a £500,000.

6.2 A total of 20 files were reviewed as part of the audit process, of which 5 related specifically to consultancy work, as requested by management. The contracts viewed spanned a 3-year period, and the total values in each category were as follows: Consultancy work - £31,222.40, Non-Consultancy work - £481,456.80.

6.3 Our high priority recommendations related to the current lack of supporting documentation and formal written contracts in respect of procurement with a total value of over £10,000. Without a written contract, the Authority leaves themselves open to the risk of substandard products / services for which they have no recompense, which could result in significant financial loss, potential claims of anticompetitive practices and failure to achieve best value. 

6.4 We found that the expected tendering process as set out in the Authority’s Contract Regulations was not being followed. We noted 3 cases where an exemption was in place for the expenditure, however this was not always clear due to the exemption forms being stored separately to other supporting documentation related to the contract. 

6.5 A review of the current controls in place within the Authority identified a number of weaknesses in terms of the tendering process conducted and the monitoring of contracts already in place. The Fire Authority requested this audit as a means to assess the extent of the issue and validate their concerns. A number of steps are being taken to streamline this process and management are creating appropriate systems and controls to address the situation. We have also recommended that an action plan is put in place to review current contracts to ensure best value is being achieved, starting with high value contracts in place, such as some of the contracts for consultancy services.

7.
Information Security Management System (Moderate Assurance)

7.1 The basis of the Information Security Management System (ISMS) set out in ISO 27001:2005 (the standard) is to undertake a risk assessment of an organisation’s information systems (both electronic and paper based) and act on the results to ensure that the significant risks to the information systems are controlled. 

7.2 The risk treatment plan shows how the Authority will act upon the results of the risk assessment. It is an integral part of the establishment of the ISMS. Internal Audit noted that there were a number of issues with the risk treatment plan at the time of review; the main issue was that the risk treatment plan had not been updated since May 2006 and had not been completed. Since the risk treatment plan forms the basis for the programme of projects and actions required to implement the ISMS, it is vital to keep this under review.

7.3 The Authority employed Ultima Risk Management Ltd (URM) to undertake the initial risk assessment. URM’s involvement has certainly helped CFRS to start the process of establishing the ISMS, however Internal Audit has noted that this course of action has raised other issues.

7.4 Under the standard, risk assessments should be reviewed and updated. URM undertook the initial risk assessment using their methodology. This will make it difficult for the Authority to consistently repeat or review the risk assessment without URM’s help, and could potentially require starting afresh. The Authority is to purchase a software tool from URM that will enable the Authority to undertake the risk assessment using URM’s methodology, which should provide an effective solution to the problem of consistency in carrying out the risk assessment.

7.5 A further requirement of the standard is the risk assessment approach is defined for the organisation. Internal Audit’s interpretation of this is that the risk assessment approach for the ISMS should be in line with that used for strategic and operational risks; therefore the Authority needs to ensure that the methodology used for the ISMS is consistent with the existing corporate risk management methodology, such as the risk scoring. 

7.6 It was noted that the establishment of the ISMS has not been treated as a formal project or programme of projects, with a target end date, budget and governance structure. The Authority is at an early stage within the programme, and so will benefit by introducing a more formal approach to ensure that its objectives are met. 
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