STRATEGIC RISK REGISTER


	Ref:

1


	Risk Description:

Failure to adapt to the imposed changes to services being delivered

	Risk Category

Social


	
	No Controls
	Current Controls
	Further Controls

	
	Likelihood (L)
	5
	3
	3

	
	Impact     (I)
	4
	4
	3

	
	Risk         (R)
	20
	12
	9


	Risk Owner:
Senior Management Team


	Other Key Players: HoCRRG, HoCS and HoOMG
 


	Potential Impact: [1] Changing recruitment priorities [2] New skills to be learned [3] Change to authority profile [4] Regional recruitment Community Safety Officers [5] Change culture [6] Operational impact owing to reduced exposure to operational incidents



	Control Owner:
	Current Controls:
	Effective
	
	Further Controls:
	Action by whom:
	By When:

	ACFO
	Corporate Service Improvement Plan
	
	
	Integrate into job descriptions, personal objectives and performance appraisals
NOT QUANTIFIABLE
	Head of OMG
	ongoing

31/03/08

	Head of OMG
	Assessment Development Centres to assess the potential of individuals for career development
	
	
	Service Improvement Plan- SIP
	DCFO
	on target

31/03/08

	Head of CS
	District Plans
	
	
	Rank and role assimilation
	Head of OMG
	Complete
01/04/07

	Head of OMG
	Regional Recruitment Strategy
	
	
	Define new skills
	Head of OMG
	31/03/08

	Head of OMG
	Individual Personal Development Scheme
	
	
	Prioritise training needs
	Head of OMG
	30/09/08

	Head of FCD 
	Fire Authority Plan –Objectives  

2 and 3
	
	
	Simulation training for operational incidents
	Head of OSG
	ongoing

	Performance Team Leader
	MOSAIC targeting
	
	
	SAFER project


	Head of CS

	ongoing

	ACFO
	Operational Research in Health (ORH) analysis
	
	
	CFS Trainer – Youth Intervention
	Head of CRRG
	31/05/08

	Head of Media

 & Comms
	Community safety media campaign planner
	
	
	Implementation of additional training requirements
	Head of OSG
	ongoing

	Head of CRRG
	Community safety strategy
	
	
	
	
	

	CFRS Corporate Plan Objectives Affected:



	Performance Measures:



	Risk Reviewed & Updated


	Date:

July/Aug 2007
	Steve Mason ; DCFO; Dave Robertson; 

M Warren; M Moore


	Ref:

2


	Risk Description:

Failure to comply with Government/legislative initiatives and/or National Projects

e.g. Introduction of Regional Management Boards

	Risk Category

Political Economic

Legislative


	
	No Controls
	Current Controls
	Further Controls

	
	Likelihood (L)
	5
	4
	3

	
	Impact     (I)
	5
	5
	4

	
	Risk         (R)
	25
	20
	12


	Risk Owner:
Chair of Fire Authority



CFO
	Other Key Players: 
Senior Managers, 


	Potential Impact: Government Penalties/intervention

Adverse impact on reputation

Damage to relationships e.g. with other partners

Poor CPA


	Control Owner:
	Current Controls:
	Effective
	
	Further Controls:
	Action by whom:
	By When:

	CFO 
	Fire Authority Plan 2007/08
	
	
	Evaluate the benefits of regional collaboration through the sharing of common services.
	ACFO
	ongoing

	Head of OMG
	Regional approach to training prioritized through the RMB
	
	
	CPA Improvement Plan 2008
	Head of CRRG
	ongoing

	Head of OMG
	IPDS 
	
	
	Audit and Review function
	A Ashwood
	on going

	
	
	
	
	Communicate and implement white paper agendas and other legislation
	Democratic Services Manager/

Monitoring Officer
	31/03/08

	
	
	
	
	Work to regional agenda
	RMB
	ongoing

	
	
	
	
	Communicate with stakeholders
	Head of  Media & 

Comms
	ongoing


	CFRS Corporate Plan Objectives Affected:

Potential to impact objectives 1,2 and 3



	Performance Measures:




	Risk Reviewed & Updated


	Date:

July 2007
	By Whom: ACFO; M Warren; M Moore; 

A Ashwood; M Brown; H Buzzel


	Ref:

3


	Risk Description:

Insufficient staff available to deliver the core services.

	Risk Category

Political Economic


	
	No Controls
	Current Controls
	Further Controls

	
	Likelihood (L)
	5
	4
	3

	
	Impact     (I)
	5
	5
	5

	
	Risk         (R)
	25
	20
	15


	Risk Owner:
Director of Community Safety
	Other Key Players: Head of OMG, 

Senior Managers


	Potential Impact: Reduction in Service delivery

Heightened risk to vulnerable in the community

Financial impact

Impact on recruitment and retention.




	Control Owner:
	Current Controls:
	Effective
	
	Further Controls:
	Action by whom:
	By When:

	Head of OMG
	Employee relations action plan


	
	
	Further strengthen employee relationships
	Head of OMG
	ongoing

	DCFO
	Contingency arrangements
	
	
	Further develop working partnerships with representative bodies
	Head of OMG
	ongoing

	DCFO
	Service continuity plan and disaster recovery plan
	
	
	Internal communication strategy
	Head of Media & Comms
	31/07/08

	DCFO
	Local resilience forum
	
	
	Joint Consultative Committee
	Head of OMG
	30/09/08

	ACFO
	Service improvement Plan
	
	
	
	
	

	Head of ICT
	Remote access for all support staff
	
	
	
	
	

	
	
	
	
	Retained review
	Head of OMG
	ongoing

	
	
	
	
	
	
	

	
	
	
	
	
	
	


	CFRS Corporate Plan Objectives Affected:

Potential to impact objectives 1,2 and 3



	Performance Measures:




	Risk Reviewed & Updated


	Date:

July 2007-
	By Whom: S Mason; H Buzzel; M Warren


	Ref:

4


	Risk Description:

Breaches of existing legislation i.e. Health and Safety/Asbestos exposure/Legionella

	Risk Category

Legal

Political Economic


	
	No Controls
	Current Controls
	Further Controls

	
	Likelihood (L)
	5
	4
	3

	
	Impact     (I)
	5
	5
	5

	
	Risk         (R)
	25
	20
	15


	Risk Owner:
SMT 
	Other Key Players: 



	Potential Impact: [1] Prosecution [2] Death, injury to employees/others [3] Exposure to compensation claims [4] Reputational damage




	Control Owner:
	Current Controls:
	Effective
	
	Further Controls:
	Action by whom:
	By When:

	DCFO
	Improved operational equipment
	
	
	Develop robust H&S function and training incorporating external H&S audit
	ACFO
	ongoing

	Head of FCD
	Internal and external audits (including CPA) self assessments
	
	
	Create a common approach to strategy embracing compliance and audit
	A Ashwood
	Ongoing System in place 2008/09

	CFO
	Fire Authority Plan – key objectives 1,2 and 3
	
	
	Monitor H&S incident reporting
	ACFO
	31/02/07

	Head of OMG
	Institute of Occupational Safety and Health training for senior executives
	
	
	Categorize and target prevention activities
	Head of CRRG
	ongoing

	ACFO
	Safe systems of work
	
	
	Ensure positive responses to all incidents
	DCFO
	ongoing

	ACFO
	Health and Safety training
	
	
	Implement revised H&S structure
	ACFO
	31/12//07

	ACFO
	Safety Risk Assessments
	
	
	Risk assess legislation gap analysis
	Head of FCD
	31/03/08

	
	
	
	
	Collaboration in common services
	ACFO
	ongoing

	
	
	
	
	Communicate near misses and investigation results
	Head of OSG
	ongoing

	
	
	
	
	H&S Newsletter
	Head of OSG
	In place/ongoing


	CFRS Corporate Plan Objectives Affected:

Potential to impact objective 2.

	Performance Measures:




	Risk Reviewed & Updated


	Date:

July 2007
	By Whom:

M Warren; ACFO; A Ashwood; M Moore; DCFO; H Buzzel


	Ref:

5


	Risk Description:

Failure of Risk Management

	Risk Category

Political Economic

Social


	
	No Controls
	Current Controls
	Further Controls

	
	Likelihood (L)
	5
	2
	2

	
	Impact     (I)
	5
	5
	5

	
	Risk         (R)
	25
	10
	10


	Risk Owner:
Director of Resources
	Other Key Players: 


	Potential Impact: [1] Adverse effect on CPA use of Resources Statement [2] Government Intervention [3] Prosecution [4] Financial impact of avoidable losses/situations [5] Reputational 




	Control Owner:
	Current Controls:
	Effective
	
	Further Controls:
	Action by whom:
	By When:

	Head of FCD
	Consultants appointed to review Risk Management and focus on compliance with legislative and regulatory requirements including CPA
	
	
	Implement revised and robust Risk Strategy
	SMT
	31/10/07

	Head of FCD
	Formulation of Risk Register and linkage to existing control framework balanced scorecard, corporate aims and budgets
	
	
	Publish action plan and meet timetable
	Head of FCD
	ongoing

	Head of FCD
	Strategy and Risk Register reviewed and agreed with SMT 
	
	
	Integrate with service planning and embed
	Head of FCD
	31/03/08

	Head of FCD
	Strategy and Risk Register scheduled for review with all FRA Members 
	
	
	Maintain process through year 2 operation to ensure fully embedded in management systems and performance plans
	SMT
	31/03/08

	SMT
	Risk assessment made for FA papers
	
	
	Performance appraisals
	Head of OMG
	31/07/07

	Head of FCD
	Process independently reviewed by insurers and assessed as good
	
	
	Programme/Project Management
	Head of FCD
	31/12/07

	SMT
	Risk Register updated by SMT at least quarterly
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


	CFRS Corporate Plan Objectives Affected:

Potential to Impact on objectives 1, 2 and 3

	Performance Measures:



	Risk Reviewed & Updated


	Date:

July 2007
	By Whom: SMT; S Mason; M Warren


	Ref:

6


	Risk Description:

Failure to identify and respond to increases in demand for service

	Risk Category

Social


	
	No Controls
	Current Controls
	Further Controls

	
	Likelihood (L)
	5
	4
	3

	
	Impact     (I)
	5
	4
	3

	
	Risk         (R)
	25
	16
	9


	Risk Owner:
Director of Community Safety/ Director of Operational Support
	Other Key Players: 


	Potential Impact: [1] Increased demand on resources [2] Increased safety risks to employees

[3] Increased losses to the wider community [4] Increased risk to public [5] Response ability potentially diminished [6] Greater need/use of specialist equipment [7] Adverse impact on finances/budgets


	Control Owner:
	Current Controls:
	Effective
	
	Further Controls:
	Action by whom:
	By When:

	CFO
	Fire Authority Plan 2007/87
	
	
	Fire Safety enforcement strategy
	Head of

CRRG
	31/08/08

	DCFO
	Monitoring of Key Performance Indicator BV 143 Deaths and Injuries from accidental fires in dwellings
	
	
	Explore opportunities with other agencies and organizations to improve community safety
	Head of

CRRG
	ongoing

	ACFO
	SIP respect of risk and demand
	
	
	Reduce arson via improved business and community safety delivered through IRMP and build financial reserve to offset.
	Head of

CRRG
	Strategy complete
Ongoing review

	DCFO
	Benchmark nationally
	
	
	Benchmark against other authorities
	Head of FCD
	ongoing

	Head of CRRG
	Regulatory Reform Order 2004 will enable the service to validate commercial risk assessment
	
	
	
	
	

	ACFO
	SIP promotes a review of non fire incidents to ascertain best practice to protect the community
	
	
	
	
	

	H of CS
	Civil Contingencies Act and respective plan
	
	
	
	
	

	Head of CRRG


	Community safety strategy
	
	
	
	
	

	Performance Team Leader
	 Views analysis
	
	
	
	
	

	
	
	
	
	
	
	

	CFRS Corporate Plan Objectives Affected:



	Performance Measures:


	Risk Reviewed & Updated


	Date:

July 2007
	By Whom: M Warren; M Moore


	Ref:

7


	Risk Description:

Failure of our procurement process in identifying appropriate suppliers of goods and services

	Risk Category

Legal

Economic


	
	No Controls
	Current Controls
	Further Controls

	
	Likelihood (L)
	3
	3
	2

	
	Impact     (I)
	5
	4
	4

	
	Risk         (R)
	15
	12
	8


	Risk Owner:
Director of Resources
	Other Key Players: 



	Potential Impact: [1] Adverse impact on service delivery [2] Impact on support services [3] Increased risks to employees and public (4) Reputational damage (5) Financial and legal



	Control Owner:
	Current Controls:
	Effective
	
	Further Controls:
	Action by whom:
	By When:

	Procurement Manager
	Collaborative procurement 
	
	
	Identify all key services and suppliers
	Procurement Manager
	31/03/08

	Procurement Manager
	Regional/national procurement strategy to require suppliers to have proven track record
	
	
	Ensure no ‘single source’ dependencies, where there is an identifiable risk
	Procurement Manager
	31/03/08

	Procurement Manager
	Contract Register
	
	
	Create supplier register.

Identify alternate suppliers for all procurement


	Procurement Manager
	31/03/08

	Procurement Manager
	Revised tender process
	
	
	
	
	

	Procurement Manager
	Firebuy
	
	
	
	
	

	Procurement Manager
	Maintain a robust procurement strategy
	
	
	
	
	

	Procurement Manager
	Development of service continuity plans
	
	
	
	
	

	
	
	
	
	Strengthen the procurement team through regional working and leveraging centres of Procurement Excellence
	Procurement Manager
	31/03/08

?

	
	
	
	
	
	
	


	CFRS Corporate Plan Objectives Affected:

Objective 1,2 and 3 


	Performance Measures:



	Risk Reviewed & Updated


	Date:

19 July 2007
	By Whom: T Stradling; M Warren


	Ref:

8


	Risk Description:

Inadequacy of financial budgets/reserves in the medium term

	Risk Category

Economic

Political


	
	No Controls
	Current Controls
	Further Controls

	
	Likelihood (L)
	5
	3
	2

	
	Impact     (I)
	5
	4
	4

	
	Risk         (R)
	25
	12
	8


	Risk Owner:
Director of Resources
	Other Key Players: 



	Potential Impact: Service delivery. Recruitment and retention difficulties.  Rise in Council Tax/capping.




	Control Owner:
	Current Controls:
	Effective
	
	Further Controls:
	Action by whom:
	By When:

	Resources Director
	Financial assessment of projects
	
	
	Better business planning/resource allocation and management driven through SIP delivery with financial constraints
	Head of FCD
	31/10/07

	Resources Director 
	Robust financial systems
	
	
	Appointment of a Funding Officer
	Head of FCD
	31/07/07

	SMT 
	Clearly focused corporate priorities
	
	
	
	
	

	Head of FCD 
	Local Financial Management
	
	
	
	
	

	Head of FCD 
	Financial Strategy
	
	
	
	
	

	Head of FCD
	Contingency Risk Matrix
	
	
	
	
	

	Head of FCD
	Medium Term Financial Plan
	
	
	
	
	

	Head of FCD
	Asset Management Plan and Strategy to inform medium and long term plans in place
	
	
	
	
	


	CFRS Corporate Plan Objectives Affected:

Potential to impact objectives 1, 2 and 3

	Performance Measures:




	Risk Reviewed & Updated


	Date:

23/07/07
	By Whom: M Warren


	Ref:

10


	Risk Description:

Failure to avoid effect of financial crime (fraud, misuse, fiduciary)

	Risk Category

Economic

Political


	
	No Controls
	Current Controls
	Further Controls

	
	Likelihood (L)
	5
	2
	2

	
	Impact     (I)
	4
	4
	4

	
	Risk         (R)
	20
	8
	8


	Risk Owner:
Director of Resources
	Other Key Players: 



	Potential Impact: [1] Budgetary shortfall [2] Loss of reserves [3] Reduced service delivery [4] High reputational impact


	Control Owner:
	Current Controls:
	Effective
	
	Further Controls:
	Action by whom:
	By When:

	Resources Director
	SIP plans fully costed to improve satisfaction of external auditors
	
	
	Implement ISO27001
	DoR
	31/03/08

	Resources Director 
	Scrutiny and Performance Committee is in place to scrutinise the performance of the Authority
	
	
	Re-visit financial regulations with all budget holders
	Head of FCD
	ongoing

	Resources Director
	A Code of Conduct is in place to govern the actions of the Authority Employees
	
	
	
	
	

	Head of FCD
	Corporate Governance is place and assessed as good by CPA
	
	
	
	
	

	Head of FCD
	Projects are managed to PRINCE 2 methodology reducing the threat of financial or other irregularity
	
	
	
	
	

	Head of FCD
	Adopted Risk Analysis Path provides a controlled process to manage change
	
	
	
	
	

	Head of FCD
	Statement of Internal Control provides a degree of assurance that operational controls are in place and adequate
	
	
	
	
	

	Head of FCD
	Ongoing audit of operations manages the potential threat of Financial or other irregularity
	
	
	
	
	

	Resources Director
	Salary payment to Payroll Service Manager checked monthly
	
	
	
	
	

	Head of FCD
	Defined financial and contractual rules of procedure
	
	
	
	
	

	Head of FCD
	On-going training
	
	
	
	
	

	Head of FCD
	Fraud policy and procedure
	
	
	
	
	

	Head of FCD
	Audit and Risk Management reporting independently to members
	
	
	
	
	

	Head of FCD
	Appointment of new internal auditors
	
	
	
	
	


	CFRS Corporate Plan Objectives Affected:

Potential to impact objectives 1,2 and 3.

	Performance Measures:



	Risk Reviewed & Updated


	Date:

July 2007
	By Whom: M Scott ; M Warren


	Ref:

12


	Risk Description:

Failure to proceed with major property schemes.

	Risk Category

Economic

Political

Social 

Environmental


	
	No Controls
	Current Controls
	Further Controls

	
	Likelihood (L)
	4
	3
	3

	
	Impact     (I)
	4
	4
	4

	
	Risk         (R)
	16
	12
	12


	Risk Owner:
Director of Operational Support
	Other Key Players: 



	Potential Impact: [1] Loss of reserves [2] Reduced service delivery [3] High reputational impact 

[4] Council Tax increase owing to substantial investment needed in current infrastructure




	Control Owner:
	Current Controls:
	Effective
	
	Further Controls:
	Action by whom:
	By When:

	ACFO
	Contingency Plan
	
	
	Media Management
	Head of Comms
	ongoing

	ACFO
	Asset Management Plan and Strategy
	
	
	Secondary accommodation
	Property Manager
	31/03/08

	ACFO
	Service Improvement Plan
	
	
	Service improvement plans and Asset Mgmt Plan
	ACFO
	ongoing

31/03/08

	Head of OMG
	Consultation with the representative bodies.
	
	
	
	
	

	Property Manager
	Training provision working group.
	
	
	
	
	

	ACFO
	Local structure plans
	
	
	
	
	

	ACFO
	ORH Modeling work
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


	CFRS Corporate Plan Objectives Affected:



	Performance Measures:




	Risk Reviewed & Updated


	Date:

July/Aug 2007
	By Whom: M Warren; H Buzzel; D Rust; ACFO;
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