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SECURITY ON CFRS PREMISES

1.
Purpose

1.1
The purpose of this report is to consider options for improving security of Cambridgeshire Fire and Rescue Services (CFRS) premises in the light of continuing attacks on premises.

2.
Recommendations

2.1
The Committee is recommended to note :


(a) the works undertaken to date to improve external security at our premises. 

(b) work with partner emergency services to further improve security at CFRS premises.

(c) proposals to install electronic access control and intruder detection at our premises along with associated devices to ensure that equipment is better protected against theft on vehicles


3.
Risk Assessment

3.1  
The costs of the installation of electronic detection equipment and associated vehicle based improvements cannot be confirmed at this time as quotations have yet to be received.  However initial costs for a one bay station are estimated to be in the region of £2400 with servicing costs of £450 per annum.

3.2  
The average cost of equipment stolen per incident is £15,000.

4.
Background

4.1 
The break in at Papworth on 26 March 2008 was the ninth such incident on CFRS premises where operational equipment had been stolen since July 2003. A full list of property related thefts since 1994 is attached to this report as appendix 1


4.2
This paper only considers retained stations as these are considered to be the most vulnerable.  The recommended actions may be extended to day crewed stations as they are retained for the majority of the day.

4.3
There is also a need to review the security of premises to enhance the security of upgraded cutting equipment which is now being rolled out across the Service.

4.4
It is considered that CFRS premises are currently secure against casual entry and that reasonable steps have been taken to secure them and maintain them in that condition.  However, it is considered that additional measures are required to secure premises against the attentions of determined intruders.

4. 5
All retained stations have had insurance rated rim locks fitted and pedestrian doors upgraded to solid cored. A programme of replacing outward opening and double doors with security locked internally opening doors has now been completed.  All retained stations (except one) have had replacement windows fitted with locking handles. The Station that remains single glazed is to have upgraded windows fitted by the end of May 2008.

4.6
The improvement in internal security by the installation of electronic intruder detection system is a solution to security concerns.  Fire Control have indicated their acceptance of the monitoring role to allow such a scheme to be effective. 

4.7
An initial meeting has been held with the current mobilisation system provider to discuss a security scheme that may be installed alongside their equipment.  The possible cost benefits over an independent system will be assessed through though market testing.  Installation would be phased with the most vulnerable stations fitted first.

4.8 Initial meetings have also been held with London Fire Brigade and Essex County Fire & Rescue Service who have suffered similar break ins to a larger degree. They in turn have shared information on measures they have taken to reduce risk and details of their joint working with Metropolitan, Essex, and British Transport Police.  A meeting has also taken place locally with Cambridgeshire Police.

4.9
The nine break ins since July 2003 have had the following means of entry:

2 via non-security filmed window. Window broken and opened.

3 via security filmed window. Window pane removed entirely.

1 by door being insecure

1 by outward opening door lock being eased over.

1 by door lock being cut out.

1 by appliance bay window hacked out.

4.10
It is noted that the 2 of the stations most targeted, Papworth and Burwell, are in areas with disused premises adjacent.

5.
Consultation

5.1 Consultation has been undertaken with Area Manager responsible for operational response and Senior Management Team to determine action and policy.
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APPENDIX 1  - SECURITY INCIDENTS ON CFRS PREMISES SINCE 1994

1.1 Ramsey:
12 July 1994


Entry via window. Target:  bar.


Window now replaced with UPVC. Bar now disused.

1.2 Sutton:
22 August 1994


Entry via rear door left open during call.


Car of responding firefighter stolen.

1.3 Chatteris:
22 October 1995


Entry via window at side. Target:  bar


Window locks fitted and windows subsequently and replaced with UPVC. Bar now disused.

1.4 Stanground:
October 1995


No forced entry. Target: Fire Safety leaflets

1.5 Thorney:
January 1996


Entry via external kitchen door. Target: bar


Door now bricked in. Bar now removed.

1.6 Ramsey:
January 1996


Entry via glass panel in appliance bay door. Target: bar


Appliance bay doors replaced

1.7 Soham:
28 January 1997


Entry via rear window. Target: bar


Window and security bars fitted. Subsequently replaced in UPVC.

1.8 Littleport:
20 April 1997


Entry via side window. Target unknown.


Window locks fitted. Windows replaced 2005.

1.9 Service HQ:
18 August 1998


Entry via rear wall to garage. Target: Garden maintenance plant.


Roof and wall strengthened.

1.10 Linton:
4 January 1999


Entry via small rear window left open. Target: bar


Window repaired. Bar now disused.

1.11 Huntingdon:
13 January 1999


No forced entry, insecure premises. Target operational equipment.

1.12 Chatteris:
13 January 1999


Entry via roof light. Target: bar


Roof lights eliminated by subsequent re-roofing works. Bar now disused.

1.13 Wisbech:
8 June 1999


No forced entry. Insecure premises. Cycle stolen.

1.14 Manea:
10 June 1999


Heating oil drained off after compound climbed into.


Compound now caged.

1.15 Peterborough Volunteers August 2000


Reports of cars being broken into.

1.16 March:
8 August 2002


Entry via window. Computer stolen.


Window locking bolts found to be faulty and to be re-aligned. 

1.17 Burwell:
2 July 2003


Entry via side door. Lock eased over


Operational equipment stolen.


Lock changed to Mortice type.

1.18 Gamlingay:
7 February 2004


Entry via rear window.


Operational equipment stolen.


Window security filmed along with all similar vulnerable windows in CFRS


Windows upgraded 2005.

1.19 Papworth:
10 November 2004


Entry via front window.


Bar and social club contents targeted.


Window panel replaced with laminated glass.

1.20 Gamlingay:
5 March 2005


Entry via side window.


Operational equipment stolen.


Windows upgraded 2005.

1.21 Papworth:
30 June 2005


Entry via side window.


Operational equipment stolen.


Windows security filmed 2005.

1.22 Sutton: 
2 February 2006


Entry via rear doors


Operational equipment stolen.


Rear doors to be converted to single security door.

1.23 Papworth:
9 May 2006


Entry via side window.


Operational equipment stolen.


Windows replacement pending

1.24 Burwell:
7 September 2006


Entry via rear  door. Lock cut out


Operational equipment stolen.


Door replaced

1.25 Gamlingay:
4 February 2008


Entry via appliance bay door. Window removed


Operational equipment stolen.


Appliance bay door windows  surveyed and identified vulnerable stations have had security bars fitted

1.26 Papworth:
26 March 2008


Entry via side window.


Operational equipment stolen.


Windows replacement to be undertaken

PAGE  
6

