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	CAMBRIDGE AND PETERBOROUGH FIRE AUTHORITY

	INTERNAL AUDIT STRATEGIC PLAN 2008/09 – 20010/11

INTERNAL AUDIT PLAN – 2008/09


	
	Report issued:
	January 2008

	
	
	

	
	Audit Plan:
	2008/09


	The matters raised in this report are only those that came to the attention of the auditor during the course of the internal audit review and are not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any other purpose. TBA neither owes nor accepts any duty of care to any other party who may receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.


Internal Audit Strategic Plan 
- EXECUTIVE SUMMARY -

INTRODUCTION

1.
This Internal Audit Strategic Plan has been drawn up in accordance with the requirements of the CIPFA Code of Practice for Internal Audit in Local Government.

INTERNAL AUDIT STRATEGIC PLAN

2.
The Internal Audit Strategic Plan provides for a rolling review of Cambridge and Peterborough Fire Authority systems of internal control. The Strategic Plan assumes that there is no change in the risk assessments or in the operations of Cambridge and Peterborough Fire Authority during the plan period. It also assumes that no significant control weaknesses will be identified by the internal audit reviews. The Strategic Plan will be reviewed at least annually to take into account any significant events or findings, which impact upon the audit, risk assessment. 

3.
The Strategic Plan provides for 65 days of internal audit during each financial year. Tribal Business Assurance is satisfied that this provides adequate coverage to enable an annual opinion to be provided on the effectiveness of the internal control framework in the Internal Audit Annual Report.

	System
	Three year period (days)

	Strategic Systems
	16

	Risk Management
	  9

	ICT Systems
	13

	Financial Systems
	50

	Support Systems
	29

	Human Resources
	  8

	Station Reviews
	  9

	Joint KLOE Reviews
	  5

	Other reviews
	33

	Follow up
	  6

	Planning and annual report
	  9

	Management
	18

	Total days 
	205


ANNUAL PLANS

4.
An Annual Plan will be prepared prior to the start of each financial year. The programme of work within the Annual Plan will be in accordance with that set out in the Internal Audit Strategic Plan, subject to any changes to the audit risk assessment.  Any such changes will be agreed with the Director of Resources & Treasurer of Cambridge and Peterborough Fire Authority and approved by the Scrutiny and Performance Committee. The Annual Plan for 2008/09 is at Annex A.

RELEASE OF REPORT 

5.
The table below sets out the history of this report. 

	Date draft report issued:
	15th January 2008

	Date revised draft report issued:
	24th January 2008

	Date management responses recd:
	25th January 2008

	Date final report issued:
	25th January 2008


- DETAILED REPORT -

Internal Audit Strategic Plan
Scope of the Audit Strategy

6.
The scope of the Audit Strategic Plan is limited to those operational activities undertaken by Cambridge and Peterborough Fire Authority. The internal audit programme of work, outlined in the Internal Audit Strategic Plan, is designed to determine the extent to which the network of risk management, control and governance processes are adequate and operating in the designed manner. The Audit Strategic Plan has been updated to reflect the agreed changes made and to ensure that the Authority is always working to a 3-year plan.

7.
The Strategic Plan enables the Scrutiny and Performance Committee to determine whether the contracted number of audit days provides the level of assurance required by Cambridge and Peterborough Fire Authority.

Identification of Internal Control Systems

8.
The scope of the control framework of Cambridge and Peterborough Fire Authority was determined through discussions with the Director of Resources & Treasurer to Cambridge and Peterborough Fire Authority and the External Auditor; and a review of:

· strategic audit plan for 2007/08 – 2009/10

· finalised 2007/08 internal audit reports; 

· the major risks register;

· the 2008/09 budget book. 

Assessing the audit risk attached to each system

9.
In order to obtain the best use of the internal audit resource it was necessary to assess the risk to Cambridge and Peterborough Fire Authority of a failure of the internal controls in each system. The audit risk assessment considers the:

Cambridge and Peterborough Fire Authority identified major risks – The Cambridge and Peterborough Fire Authority Corporate Risk Register lists the 4 most significant risks faced at this time.   All these risks are either actively or periodically managed, controlled with “good housekeeping” or are subject to contingency planning.  

Internal Control risks – These are risks of failure in the financial and operational control framework associated with the operation of an activity. The risk analysis makes allowance for other assurance procedures put in place by the Cambridge and Peterborough Fire Authority. The highest internal control risk areas identified are included in the Strategic Plan.


Public relations (Reputational) risks - The risk is not just the immediate financial loss that may arise but also the impact of the adverse publicity that may occur from a control failure. In the medium to longer term it is possible that the latter will have a greater adverse impact for Cambridge and Peterborough Fire Authority than the purely financial aspects.

Determining the period over which all systems will be audited

10.
All key financial systems will be reviewed on an annual basis. These reviews will be risk based system reviews. 

11.
A three-year cycle will be used for the reviews of operational systems. A cyclical approach to audit work can be used if a system has been subject to an internal audit review which has indicated that there are effective controls in place, as it is then not necessary to undertake detailed system reviews on that system in each year. 

12.
Reviews of other systems will be carried out in the year of any significant changes being made to that system, regardless of when any previous system review was carried out.

13.
Internal audit has traditionally reviewed aspects of an organisation’s operations on a rolling basis with reviews being carried out once every three to five years. Tribal Business Assurance considers that with certain key business critical areas there is a need for a modular approach which enables a review of aspects of these areas every year. Tribal Business Assurance has adopted a modular approach for:

· Governance and strategic control.

· Risk management.

· Information systems and technology.

Types of Internal Audit Reviews

14.
For Cambridge and Peterborough Fire Authority it is appropriate to have an integrated audit programme consisting of the following types of audit review.
· Risk Based System Reviews - Each system review entails identifying the objectives of the operation being reviewed, identifying the risks to the operation and then establishing that controls are in place to minimise the potential risk. The appropriate level of testing is carried out to assess the actual effectiveness of the controls.

· Compliance Reviews - To provide an ongoing assurance that the Authority’s financial policies and procedures are being followed at station level, the programme of system reviews needs to be supplemented by a programme of compliance reviews. The emphasis of the compliance reviews is on establishing by detailed testing the integrity of the arrangements being operated. This is achieved by a rolling programme of reviews at the individual stations.

· Follow Up Reviews – These reviews complement the system and compliance reviews by testing the extent of effective implementation of previous internal audit recommendations. 

· Appraisal Reviews – These reviews consider whether the arrangements in place accord with good practice but do not extend to detailed compliance checking. 

Levels of Testing

15.
The levels testing carried out in each system review have been designed to provide reasonable assurance that the expected controls are operating. In the event that an expected control is absent a higher level of testing will be conducted. The timings shown in the Strategic Plan assume that the expected controls will be in place. Substantive testing will only be carried out with the prior approval of Cambridge and Peterborough Fire Authority and additional time will be required to carry out such testing.

Timings

16.
The times allocated to the individual reviews in the Internal Audit Strategic Plan include preparation and issue of terms of reference, production and review of working papers and reports.   

Reporting

17.
A separate report will be prepared for each reviews carried out. Each report will be prepared in accordance with the arrangements contained in the Terms of Reference agreed with Tribal Business Assurance and which accord with the requirements of the CIPFA Code of Practice for Internal Audit in Local Government. 

18.

An Annual Report will be prepared for each year in accordance with the requirements set out in the CIPFA Code of Practice for Internal Audit in Local Government. 

Responsibility

19.
It is the responsibility of the Chief Fire Officer of Cambridge and Peterborough Fire Authority to determine that the number of audit days to be provided and the planned audit coverage is sufficient to meet the requirements of the Authority.

--------------------

Internal Audit Strategic Plan 2008/09 – 2010/11
	
	Type of
	
	
	Days Required
	

	System
	review 
	2008/09
	2009/10
	2010/11

	Strategic 
	 
	
	
	

	Governance – Strategic Control
	system
	
	4
	

	Governance – VFM Monitoring
	system
	4
	
	

	Governance – Business Continuity Planning
	system
	4
	
	

	Governance – Strategic Planning
	system
	
	
	4

	Risk
	
	
	
	

	Risk Management – Risk Review
	appraisal
	
	
	3

	Risk Management – Mitigating Controls
	appraisal
	3
	
	

	Risk Management – Embedding and reporting
	appraisal
	
	3
	

	ICT
	
	
	
	

	ICT – Application Review
	system
	
	
	4

	ICT – Back up and Recovery
	system
	
	
	3

	ICT security – network controls
	system
	3
	
	

	ICT Security – management controls
	system
	
	3
	

	Financial Systems
	 
	
	
	

	Budgetary Control
	system
	3
	
	4

	Creditor Payments
	system
	3
	5
	3

	Debtors
	system
	
	
	3

	General Ledger
	system
	4
	
	4

	Payroll 
	system
	4
	4
	4

	Travel and Subsistence
	system
	
	3
	

	Treasury and Banking
	system
	3
	
	3

	Support Systems
	 
	
	
	

	Insurance 
	appraisal
	
	4
	

	Stores and Stock
	system
	3
	3
	3

	Repairs and Maintenance
	system
	
	3
	4

	Procurement
	system
	
	
	5

	Capital Works
	system
	
	4
	

	Personnel and Training Systems
	 
	
	
	

	Recruitment
	system
	
	
	4

	Sickness Management
	system
	4
	
	

	Station Reviews
	
	
	
	

	Financial management
	compliance
	3
	3
	3

	Joint KLOE Reviews
	
	
	
	

	Asset Management
	system
	
	5
	

	Other
	 
	
	
	

	Service Level Agreements (Pensions)
	appraisal
	3
	
	

	Catering and Mess arrangements
	appraisal
	10
	
	

	Volunteer Service - Peterborough 
	appraisal
	10
	
	

	Fleet Best Value Review
	appraisal
	
	10
	

	Audit Follow Up
	follow up
	2
	2
	2


	
	Type of
	
	
	Days Required
	

	System
	review 
	2008/09
	2009/10
	2010/11

	Annual Plan
	
	2
	2
	2

	Annual Report
	
	1
	1
	1

	Audit Management
	
	6
	6
	6

	
	Totals
	75
	65
	65


Annex A

Annual Plan – 2008/09 

INTRODUCTION

A1.
This Annual Plan is drawn up in accordance with the Internal Audit Strategic Plan.

TIMING OF THE AUDIT WORK
A2.
The audit work will be carried out through out the year. The timings of the financial systems reviews will be agreed so that the External Auditor can rely on the internal audit work on these key systems. 

	System
	Quarter Planned
	Days

	Volunteer Service - Peterborough
	Q1
	10

	Risk Management – Mitigating Controls
	Q1
	3

	Governance – Business Continuity Planning
	Q1
	4

	Sickness Management
	Q2
	4

	Stations - Financial Management
	Q2
	3

	Stores and Stock
	Q2
	3

	Catering and Mess Arrangements
	Q2
	10

	Governance – VFM Monitoring
	Q3
	4

	General Ledger
	Q3
	4

	Creditor Payments
	Q3
	3

	Payroll 
	Q3
	4

	Budgetary Control
	Q3
	3

	SLA – Pensions
	Q3
	3

	ICT Security – Networks Controls
	Q4
	3

	Treasury and Banking
	Q4
	3

	Audit Follow Up
	Q2 and Q4
	2

	Annual Plan
	January 2009
	2

	Annual Report
	April 2009
	1

	Audit Management
	
	6

	Total days 
	75


SCOPE OF THE AUDIT REVIEWS
A3.
The terms of reference setting out the scope of the work of the each review are attached. (Annex B).

LIAISON WITH THE EXTERNAL AUDITOR

A4.
Tribal Business Assurance has contacted Cambridge and Peterborough Fire Authority’s External Audit Manager and regular liaison meetings are planned which will ensure a co-ordinated approach.  Any matters in the areas included in this Plan which are identified by the External Auditor in their 2007/08 audit will be included in the scope of the appropriate review.  

Annex B

SCOPE OF REVIEWS

	Review
	Scope

	Volunteer Service – Peterborough
	The scope will be determined in consultation with Internal Audit, the Director of Resources & Treasurer and members of the Performance team prior to starting the review.

	Risk Management – Mitigating Controls
	The review will consider the arrangements which identify controls to mitigate the likelihood of the business significant risk materialising and the arrangements for monitoring the effectiveness of these controls for two of the organisation’s business significant risks.

The scope of the review does not include consideration of all potential mitigating controls or their effectiveness in minimising the opportunities for the identified risks to occur.

	Governance – Business Continuity Planning
	The review will consider the arrangements for business continuity planning for the support functions including policy/strategy and procedures, organisational responsibility, plan details for various scenarios and testing.

The scope of the review does not include providing assurance that the business continuity planning covers all the risks faced, or that the arrangements proposed will operate continuously and effectively.

	Sickness Management
	The review will consider the arrangements for the recording, management and committee reporting of staff sickness.

The scope of the review does not include the confirmation of the illness or the appropriateness of the period of absence.

	Stations - Financial Management
	The review will consider the arrangements in place at 3 stations to comply with the Authority’s financial procedures.

	Stores and Stock
	The review will consider the identification of need, sourcing, approving and receipt of the goods and services and the security of stock.

The scope of the review does not include tendering arrangements, or payments.

	Catering and Mess Arrangements
	The scope will be determined in consultation with Internal Audit and the Director of Resources & Treasurer prior to starting the review.

	Governance – VFM Monitoring
	The review will consider the arrangements for providing assurance to the Authority and senior management on the achievement of efficiency targets and the systems that are used to track and manage the attainment of these targets. 

The scope of the review does not include consideration of the accuracy or completeness of all reports presented to the Authority or the appropriateness of all decisions taken.

	General Ledger
	The review will consider the controls operated to provide an effective audit trail for data entered onto the nominal ledger and the appropriateness of the reports generated.

The scope of the review does not extend to the budgetary control arrangements and bank reconciliations.


	Review
	Scope

	Creditor Payments
	The review will consider the arrangements for authorising and paying costs incurred by the Authority and the arrangement for control of the Authority’s cheques and automated payments.

The scope does not include providing an assurance that the expenditure was necessary or that value for money was achieved from the expenditure committed.

	Payroll 
	The review will consider the creation, amendment and deletion of payroll records; payment of allowances and pay awards; and payment of salaries. A follow up of recommendations made in 2007/08 audit will be undertaken as part of this review due to the limited assurance given.
The scope of the review does not include determination of salary scales, appointment and removal of staff, severance payments or reimbursement of travel and subsistence expenses, or pension arrangements.

	Budgetary Control
	The review will consider the budget preparation process, the monitoring arrangements, and reporting to committee.

The scope of the review does not include consideration of the assumptions used in preparing the budgets; depreciation policies; apportionment of central costs; or financial information included in tenders prepared by the organisation.

	Service Level Agreement – (Pensions)
	The review will consider the extent to which the service level agreements for the Pensions Service can demonstrate compliance with the financial procedures set out in the contracts with the Authority and the arrangements by which the Authority monitors the level of compliance. 

The scope of the review does not include calculation of pensions or the payments made for services provided.

	ICT Security – Networks Controls
	The review will consider the arrangements for the physical and access security of hardware and software.

The scope of the review does not include consideration of the merits of the types of hardware and software used, the access rights to the individual software; or the depreciation policies.

	Treasury and Banking
	The review will consider the arrangements for controlling the investment and borrowing arrangements; compliance with the organisation’s overall policy; banking arrangements; reconciliations and the reporting to committee.

The scope of the review does not include consideration of the appropriateness of any individual financial institution or broker or of individual investment decisions made by the Authority.

	Follow up
	The review will consider the progress made in implementing the recommendations made in the internal audit reports for 2007/08.


--------------------
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