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Privacy Notice For the Processing of Personal Information by Combined Fire 

Control  

This Fair Processing and Privacy Notice relates to Cambridgeshire Fire and Rescue Service 

Combined Fire Control (CFC) Room. Our Combined Fire Control is a joint control room with 

Suffolk Fire and Rescue Service that operates 24 hours a day 365 days a year, taking 999 

calls and mobilising appliances and officers across both counties. This notice is designed to 

help you understand how and why your information is processed during an emergency call 

and also during the fire service responding to an incident. 

It also covers information obtained during non-emergency calls received and made from the 

Control Room and radio messages that contain personal data. 999 Calls and emergency 

incidents  

Are calls recorded and do you have the callers’ telephone number? 

All calls that are made in and out of our CFC Room are recorded, including non-emergency 

calls. Calls are recorded so that they can be played back if we need to check information in 

order to carry out tasks required to locate and attend emergency and non-emergency 

incidents. When you call 999 it is vital that your number is recorded by CFC, so that we can 

contact you again if we need further information from you during the incident or later for the 

purposes of fire investigation. Even if you have barred the 'calling line identity' facility, your 

telephone number will be displayed to the telephone exchange operator. This is a safety 

feature to enable us to ascertain an approximate location of the emergency. No warning is 

given that the calls are recorded at the time of making the call as this would obviously cause 

delay in an emergency situation.  

Why do we need to process your information?  

Under the Fire and Rescue Services Act 2004, Cambridgeshire Fire and Rescue Service 

have a statutory duty to extinguish fires and protect life and property in the event of fire and 

road traffic collisions. We also have a responsibility, where necessary, to attend 

emergencies other than fires and road traffic collisions, such as environmental incidents. It is 

a legal obligation for us to make arrangements for dealing with emergency calls for help and 

summoning personnel. In order to make arrangements to respond to an incident we are 

required to obtain certain information. If we did not collect and use this information, we would 

be unable to effectively provide an emergency response. We also have powers to 

investigate causes of fires, and any information gathered during the emergency call could be 

used during such investigations.  

What types of information do we need to collect?  

The personal information we are likely to collect during a 999 call or at an incident include;  
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• The caller’s telephone number and name where required  

• The address of the incident, which may be the address of your property 

• Injured parties’ names, injuries, details of any medical support given, age and gender  

• Other third parties’ names and contact details  

We may need to collect and use sensitive information, such as: Health details including 

vulnerabilities such as disability We may collect health or medical information to support the 

ambulance service in providing care to you, in order to protect your vital interests.  

How will my information be used?  

The 999 call is directed to Cambridgeshire Fire and Rescue Service’s Combined Fire Control 

Room, and the caller is asked numerous questions regarding the incident. We collect 

information such as the address where the emergency is, what is on fire, or what other 

emergency you have, to enable us to decide what our response will be, for example, how 

many fire engines we will send and what type of appliance they are. We may then gather 

other valuable information from the caller which will be passed on to the operational crew 

while they are travelling to the incident. This information may include things such as do you 

know if anybody is trapped and their whereabouts? Whether there are hazards such as an 

oil tank or gas cylinders near the fire or incident? How many vehicles are involved in the 

collision? We may need to know a caller’s name and address. This can be used as a guide 

to where the incident has been seen from and to enable the crew to locate the original caller 

if there are any difficulties locating the incident. We would also ask a caller’s name if they 

were the one trapped by fire or involved in another incident. Sometimes in the event you are 

trapped inside a building or a vehicle and are in contact with us by telephone we may obtain 

your name and those with you in order to give survival guidance information to you to help 

keep you safe until our resources arrive on scene.  

During the incident we record all the information we gather in our system electronic logs. 

After the incident certain information is entered into our Incident Recording System (IRS), 

this may include your personal information. 

Incident data may be used to respond to media enquiries, in these cases all personal 

information is removed and generic location is provided (for domestic residences) to protect 

individuals from identification.  

Who do we share your information with?  

There may be occasions where the information we have gathered during an incident, 

including our response, is disclosed to other agencies. For example, the Police may be 

investigating the cause of an incident and they require certain information for the prevention 

and detection of crime or apprehension of an offender, this could include the details of the 

caller or a copy of the audio call itself. The Health and Safety Executive may be investigating 

an incident and require the information. In the unfortunate circumstances of a fatality, the 

Coroner will request that we disclose certain information for them to take into consideration 

during a Coroner’s Inquest. We will not rely on your consent to disclose this information, as 

we will have another legal basis we apply such as compliance with certain legislation.  

Formal agreements are in place with our neighbouring fire services to ensure your privacy is 

protected should they have a need to process your information. 

Sometimes audio call recordings are shared with the Police for the detection of crime and 

apprehension and prosecution of offenders; and used as evidence in court cases. We may 
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also share information safely and securely for research purposes that result in enhanced 

training for our employees leading to improvements to our performance. The information we 

gather is used to report to the Home Office, manage our performance, inform our Integrated 

Risk Management Plan which is a requirement of the National Firefighter Framework and 

report to Government and auditors. When we share information for these purposes we will 

not include your personal information as our reports are anonymised.  

You have rights of access to your information as a Data Subject and all requests for 

information will be treated in accordance with our Subject Access Request (SAR) 

procedures. 

Why do we need to record non-emergency administrative telephone calls?  

• The call could be upgraded to an emergency call and therefore there may be a need 

to review information given after the call has ended. 

• Audit purposes – e.g. vehicles availability, employee sickness reporting, reports of 

injuries of our employees whilst on duty, crewing of fire appliance information 

(staffing)  

• Fault reporting and resolution  

• For the protection of our employees who make operational decisions that may be 

subject to post event challenge, in order that future learning and policy is reviewed 

when required  

• Outgoing calls to our emergency and non-emergency partners for future audit  

• Complaints and concerns – to enable information to be available for investigation 

purposes  

Privacy by design does not allow selective recording therefore all calls are recorded 

regardless of purpose and content  

Why do we need to record radio messages?  

Radio messages are a vital communication method between CFC and operational crews at 

incidents and when mobile carrying out other duties. All radio messages from operational 

crews at incidents made into CFC and responses made out of our Control Room are 

recorded. They are recorded so that they can be played back if we need to check 

information in order to carry out tasks required by us to manage an incident. They are also 

used for post incident audit, that is debriefs to assess our performance and to determine 

where we can do things better.  

Who will have access to the information we collect during an incident?  

All information gathered during an incident is stored on the CFC mobilising system, with 

access restricted to those who need it to perform their role. There may be occasions where it 

is identified that a multi-agency response is required, and relevant details about the incident 

may be disclosed to other parties to enable their emergency response.  

We sometimes receive requests for copies of the incident reports and fire investigation 

reports, and these are disclosed to members of the public or to solicitors, insurance 

companies and loss adjusters who are acting on behalf of the owner/occupier of an affected 

property or vehicle. We are permitted to make a charge for disclosing such information and 

any personal information they contain will always be considered for disclosure and often 

removed or redacted. Information can also be provided to someone acting on behalf of an 

individual who has been recorded on the incident record as being injured as a result of the 
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incident. Necessary identification will be requested to ensure information is not disclosed 

inappropriately and personal data removed if the person requesting the information is not 

lawfully entitled to receive it. To support community safety messages we may also use 

general incident information without names and identifying details (so it is depersonalised).  

Our lawful basis for processing your personal data 

We have due regard to:  

• UK General Data Protection Regulations (UK GDPR) 

• Data Protection Act 2018  

• Fire and Rescue Services Act 2004 

• Regulatory Reform (Fire Safety Order) 2005 

• Human Rights Act 1998 

• Regulation of Investigatory Powers Act 2000 

• Freedom of Information Act 2000 

• Protection of Freedoms Act 2012  

The above list is not exhaustive as many other pieces of legislation apply to our work. Our 

personal data processing will be proportionate, legitimate and necessary to the situation. 

The lawful basis for processing are set out in Article 6 of the UK GDPR. At least one of these 

must apply whenever we are processing your personal data. For our use of your personal 

data in our Control Room we apply:  

UK GDPR Article (1)(e) Public Task:  the processing is necessary for us to perform a task 

in the public interest or for our official functions as a Fire and Rescue Service, and the task 

or function has a clear basis in law. Some of the tasks performed by the Service are 

published in the Fire and Rescue Services Act 2004. 

 

UK GDPR Article 6(1)(f) Legitimate interests: the processing is necessary for our 

Legitimate interests pursued by the Service which means CFRS need to process this 

information to fulfil its objectives.  

 

Where we process special category data about you, we rely on the following lawful basis: 

 

UK GDPR Article 9(2)(c) Vital Interests: processing is necessary to protect your vital 

interests or of another natural person where they (the data subject) are physically or legally 

incapable of giving consent;  

UK GDPR Article 9(2)(d) Legitimate interests: processing is carried out in the course of its 

legitimate activities with appropriate safeguards by a foundation, association or any other 

not-for-profit body with a political, philosophical, religious or trade union aim and on condition 

that the processing relates solely to you and that your personal data is not disclosed outside 

that body without your consent;  

UK GDPR Article 9(2)(g) Substantial public interest: processing is necessary  

for reasons of substantial public interest; 

 

UK GDPR Article 9(2)(i) Public Health: processing is necessary for reasons of  

public interest in the area of public health, such as protecting against  serious cross-border 

threats to health or ensuring high standards of quality and safety of health care and of 

medicinal products or medical devices;  
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UK GDPR Article 9(2)(j) Research: processing is necessary for archiving purposes in the 

public interest, scientific or historical research purposes or statistical purposes in accordance 

with UK GDPR Article 89. 

 

How long will you keep my information for?  

How long we retain the information depends on the purpose it was collected for. We keep:  

• All call recordings including radio recordings are kept for 1 year. For legal reasons 

some call recordings may be kept for the current year plus 6 years 

• Data on the incident mobilising system is kept for 7 years.  

• Information on the Incident Recording System is held for 7 years or may be kept  

permanently if of historical interest. 

Who can I contact about my personal information?  

You can contact our Data Protection Officer with regard to any issues related to the 

processing of your personal information, including exercising your rights of access or when 

making a complaint. We encourage people to bring to our attention any instances where 

they think our collection, or use of, information is unfair, misleading or inappropriate. If you 

would like to discuss how your personal data is being handled and anything in this Privacy 

notice, please contact: Information Governance Manager (DPO) Cambridgeshire Fire and 

Rescue Hinchingbrooke Cottage, Brampton Road, Huntingdon Cambs, PE29 2NA, 01480 

444500 or via DPO@cambsfire.gov.uk. 

Who can I contact if I want to make a complaint?  

If you are not satisfied with how the Service is processing your personal data then we 

encourage informal resolution by speaking to our Data Protection Officer. To do this email: 

DPO@cambsfire.gov.uk or use the postal address above. 

If you have concerns about the use of your personal data, the Information Commissioners 

Office is an independent body set up to uphold information rights in 7 the UK. They can be 

contacted through their website: www.ico.org.uk or their helpline on 0303 123 1113, or in 

writing to: Information Commissioner’s Office Wycliffe House Water Lane Wilmslow Cheshire 

SK9 5AF For more information about your rights: https://ico.org.uk/for-organisations/guide-

to-the-general-data-protection-regulationgdpr/individual-rights/ To complain to the 

Information Commissioner’s Office: https://ico.org.uk/concerns/  

Review 
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